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So7ware	
  in	
  the	
  Criminal	
  Jus5ce	
  System	
  

•  So7ware/algorithmic	
  decision	
  making	
  used	
  
increasingly	
  throughout	
  the	
  criminal	
  jus5ce	
  
system	
  
–  Inves5ga5on/policing	
  decisions,	
  pretrial	
  decisions,	
  
evidence	
  at	
  trial,	
  sentencing	
  decisions,	
  parole	
  
decisions	
  

•  O7en	
  black	
  boxes	
  for	
  which	
  trade	
  secret	
  
protec5on	
  is	
  claimed	
  to	
  be	
  more	
  important	
  than	
  
rights	
  of	
  individual	
  defendants	
  or	
  ci5zens	
  to	
  
understand	
  the	
  decisions	
  













So7ware	
  Bugs	
  
•  We	
  have	
  all	
  used	
  so7ware	
  with	
  bugs.	
  	
  

–  Company	
  did	
  a	
  lot	
  of	
  tes5ng	
  before	
  release,	
  generally	
  works	
  but	
  s5ll	
  
had	
  problems	
  for	
  you	
  

–  Perhaps	
  a	
  problem	
  others	
  had	
  difficulty	
  reproducing	
  but	
  that	
  is	
  clearly	
  
happening	
  in	
  your	
  unique	
  system	
  

•  Forensic	
  so7ware	
  has	
  no	
  special	
  immunity	
  from	
  the	
  bugs	
  and	
  
mistakes	
  that	
  plague	
  so7ware	
  in	
  other	
  fields.	
  

•  So7ware	
  and	
  complex	
  systems	
  need	
  an	
  itera5ve	
  process	
  of	
  
debugging	
  and	
  improvement!	
  
–  Anyone	
  who	
  has	
  used	
  technology	
  knows	
  that	
  there	
  are	
  glitches	
  and	
  

bugs	
  and	
  unintended	
  consequences!	
  
–  Anyone	
  who	
  builds	
  technology	
  knows	
  how	
  easy	
  it	
  is	
  for	
  there	
  to	
  be	
  

substan5al	
  bugs	
  you	
  did	
  not	
  find!	
  



•  How	
  can	
  we	
  find	
  bugs	
  and	
  fix	
  problems	
  if	
  the	
  
answer	
  is	
  always	
  “you	
  can’t	
  ques5on”	
  and	
  
“you	
  are	
  just	
  complaining	
  because	
  you	
  are	
  
guilty”?	
  



Valida5on	
  studies?	
  
•  What	
  they	
  are	
  and	
  what	
  they	
  are	
  not	
  

•  Developers	
  of	
  the	
  system	
  do	
  their	
  own	
  tes5ng	
  and	
  publish	
  results	
  

•  They	
  have	
  vested	
  interest	
  to	
  demonstrate	
  the	
  system	
  is	
  working	
  
NOT	
  to	
  find	
  bugs.	
  

•  What	
  would	
  our	
  daily	
  compu5ng	
  would	
  look	
  like	
  with	
  only	
  this?	
  

•  What	
  is	
  the	
  forcing	
  func5on	
  for	
  debugging?	
  Especially	
  when	
  
interests	
  of	
  customers	
  are	
  different	
  than	
  interests	
  of	
  those	
  being	
  
decided	
  about?	
  



Debugging?	
  
•  Huge	
  advantages	
  to	
  independent,	
  third-­‐

party	
  tes5ng	
  aimed	
  at	
  finding	
  bugs!	
  

•  If	
  only	
  those	
  with	
  interests	
  in	
  the	
  success	
  of	
  
so7ware	
  see	
  the	
  details,	
  we	
  have	
  a	
  huge	
  
problem	
  and	
  a	
  recipe	
  for	
  injus5ce!	
  	
  

•  Shi7ing	
  to	
  individual	
  defense	
  teams?	
  	
  

•  People	
  report	
  errors	
  and	
  the	
  system	
  gets	
  
be@er,	
  but	
  what	
  if	
  all	
  “bug	
  reports”	
  
dismissed	
  as	
  just	
  guilty	
  people	
  complaining?	
  

•  Doomed	
  to	
  run	
  our	
  criminal	
  jus5ce	
  system	
  
on	
  buggy	
  so7ware?	
  



•  What	
  types	
  of	
  review	
  
might	
  a@orneys	
  and	
  
judges	
  seek	
  in	
  
understanding	
  
so7ware-­‐based/
computer-­‐based	
  
evidence?	
  

•  Why	
  law	
  and	
  public	
  
policy	
  require	
  
disclosure	
  of	
  these	
  
materials	
  to	
  the	
  
public	
  and	
  
independent	
  experts?	
  



What	
  does	
  it	
  mean	
  to	
  evaluate	
  
so7ware?	
  

	
  What	
  Informa5on	
  Do	
  Defense	
  Experts	
  Need	
  to	
  
Evaluate	
  Forensic	
  So7ware?	
  



Executables	
  



Source	
  Code	
  



Informa5on	
  from	
  the	
  Development	
  
Process	
  

•  Design	
  documents	
  

•  Tes5ng	
  plans	
  and	
  results	
  



Experience	
  with	
  Deployed	
  So7ware	
  

•  Bug	
  reports	
  

•  Change	
  logs	
  

•  Revision	
  Control	
  



Machine	
  Learning	
  Systems	
  

•  Training	
  sets	
  

•  Learn	
  from,	
  but	
  don’t	
  reproduce,	
  the	
  past	
  



What	
  are	
  the	
  arguments	
  that	
  law	
  
and	
  public	
  policy	
  require	
  disclosure	
  
of	
  these	
  materials	
  to	
  the	
  public	
  and	
  

independent	
  experts?	
  



Due	
  Process	
  

•  Due	
  process	
  en5tles	
  the	
  defense	
  to	
  review	
  the	
  
prosecu5on’s	
  evidence	
  

•  Due	
  process	
  prohibits	
  burden	
  shi7ing	
  to	
  the	
  
defense.	
  

•  Requiring	
  the	
  defense	
  to	
  make	
  a	
  showing	
  of	
  
materiality	
  before	
  gran5ng	
  access	
  to	
  the	
  
forensic	
  so7ware	
  materials	
  runs	
  contrary	
  to	
  
basic	
  cons5tu5onal	
  guarantees	
  

•  Commitment	
  to	
  open	
  and	
  public	
  trials	
  



Disclosure	
  of	
  Trade	
  Secret	
  Informa5on	
  

•  Disclosure	
  of	
  trade	
  secrets	
  under	
  protec5ve	
  orders	
  is	
  
common	
  in	
  civil	
  cases	
  
–  Even	
  when	
  the	
  par5es	
  are	
  direct	
  compe5tors	
  with	
  an	
  
interest	
  in	
  profi5ng	
  from	
  the	
  proprietary	
  informa5on	
  of	
  
the	
  other	
  

•  Should	
  be	
  easier	
  for	
  a	
  defendant	
  trying	
  to	
  defend	
  	
  their	
  
life	
  and	
  liberty	
  to	
  access	
  and	
  assess	
  forensic	
  so7ware,	
  
as	
  compared	
  to	
  a	
  party	
  with	
  a	
  mere	
  economic	
  interest	
  

•  Prosecu5on	
  Typically	
  Cannot	
  Establish	
  That	
  Disclosure	
  
Subject	
  to	
  a	
  Protec5ve	
  Order	
  Would	
  Cause	
  Harm	
  





Brown	
  Ins5tute	
  Magic	
  Grant:	
  
Decoding	
  Differences	
  in	
  Forensic	
  DNA	
  	
  

So7ware	
  



Methods	
  

•  Independent,	
  third-­‐party,	
  adversarial	
  tes5ng	
  and	
  
review	
  	
  
– Automated	
  tes5ng	
  harnesses	
  
–  Common	
  file	
  formats	
  and	
  sefngs	
  
–  Source	
  code	
  analysis	
  

•  Recommenda5ons	
  
–  Clear	
  advice	
  for	
  judges,	
  defense	
  a@orneys,	
  journalists	
  
–  Sample	
  requirements	
  for	
  so7ware	
  systems,	
  targe5ng	
  
the	
  procurement	
  phase	
  



Procurement	
  Phase	
  Wishlist	
  
●  When	
  public	
  money	
  used	
  for	
  criminal	
  jus5ce	
  so7ware,	
  
require!	
  or	
  at	
  least	
  give	
  credit	
  for:	
  	
  

■  So7ware	
  ar5facts:	
  bug	
  reports,	
  internal	
  tes5ng	
  plans	
  and	
  results,	
  
so7ware	
  requirements	
  and	
  specifica5ons,	
  risk	
  assessments,	
  design	
  
documents,	
  etc.	
  
●  Lack	
  of	
  so7ware	
  standards	
  in	
  tradi5onally	
  non-­‐compu5ng	
  fields	
  (e.g.	
  DNA)	
  

■  Source	
  code	
  
■  No	
  clauses	
  preven5ng	
  third	
  party	
  review	
  or	
  publishing	
  of	
  defects	
  

found	
  
■  Access	
  to	
  executables	
  for	
  third	
  party	
  tes5ng	
  
■  Scriptable	
  interfaces	
  to	
  facilitate	
  automated	
  tes5ng	
  
■  Bug	
  boun5es	
  

●  Reward/Fund/Incen5vize	
  non-­‐profit	
  third	
  party	
  en55es	
  
to	
  do	
  independent	
  tes5ng	
  and	
  find	
  problems!	
  



Case	
  of	
  Forensic	
  Sta5s5cal	
  Tool	
  (FST)	
  

•  Probabilis5c	
  genotyping	
  so7ware	
  
•  Developed	
  by	
  Office	
  of	
  the	
  Chief	
  Medical	
  
Examiner	
  (OCME)	
  

•  NY	
  State	
  Commission	
  on	
  Forensic	
  Science	
  
approves	
  FST	
  for	
  use	
  in	
  casework	
  



Problems/Changes	
  

•  April	
  2011	
  online,	
  within	
  weeks	
  offline	
  	
  
•  June	
  2011	
  back	
  online	
  a7er	
  repairs/modifica5ons	
  

•  For	
  some	
  samples	
  reanalyzed	
  post-­‐modifica5on,	
  likelihood	
  
ra5o	
  “values	
  were	
  slightly	
  modified	
  as	
  expected.”	
  
–  -­‐Quality	
  Control	
  Test	
  of	
  Forensic	
  Sta5s5cal	
  Tool	
  (FST)	
  Version	
  

2.0,	
  June	
  30,	
  2011	
  

•  “Because	
  this	
  modifica5on	
  did	
  not	
  affect	
  the	
  methodology	
  
of	
  the	
  program,	
  it	
  did	
  not	
  require	
  submission	
  to	
  the	
  
Commission	
  on	
  Forensic	
  Science	
  or	
  the	
  DNA	
  
Subcommi@ee.”	
  
–  -­‐Affidavit	
  of	
  Eugene	
  Lien,	
  OCME	
  Assistant	
  Director,	
  July	
  17,	
  2017	
  	
  



What	
  were	
  the	
  changes?	
  

•  In	
  retrospect	
  we	
  know	
  
•  ~70	
  line	
  func5on,	
  checkFrequencyForRemoval	
  





Dropping	
  some	
  data	
  that	
  supports	
  the	
  
defense	
  hypothesis	
  without	
  no5ce!	
  



Where	
  is	
  debugging?	
  

●  What	
  hope	
  would	
  an	
  individual	
  have	
  of	
  seeing	
  
whether	
  a	
  change	
  like	
  this	
  impacted	
  them?	
  

●  How	
  likely	
  to	
  find	
  at	
  all	
  without	
  source	
  code	
  
access?	
  

●  Work	
  of	
  debugging	
  falling	
  to	
  individual	
  defense	
  
teams	
  

●  You’re	
  just	
  complaining	
  because	
  you’re	
  guilty?	
  



Algorithmic	
  Transparency	
  and	
  
Accountability	
  Efforts	
  

•  US-­‐ACM/EUACM	
  Statement	
  on	
  
Algorithmic	
  Transparency	
  and	
  
Accountability	
  	
  
–  7	
  principles	
  
– Awareness,	
  access	
  and	
  redress,	
  
accountability,	
  explana5on,	
  data	
  
provenance,	
  auditability,	
  
valida5on	
  and	
  tes5ng	
  

•  CACM	
  ar5cle	
  “Toward	
  
Algorithmic	
  Transparency	
  and	
  
Accountability”	
  	
  

h@ps://www.acm.org/binaries/content/assets/public-­‐policy/
2017_usacm_statement_algorithms.pdf	
  



AI	
  Ethics	
  and	
  An5-­‐
Pa@erns	
  	
  

•  Upcoming	
  ar5cle	
  in	
  AI	
  Magazine	
  and	
  talk	
  at	
  2019	
  AI	
  
For	
  Good	
  	
  

•  10	
  Common	
  An5-­‐Pa@erns	
  
–  1. 	
  Learn	
  from	
  the	
  Past	
  Without	
  Remembering	
  the	
  
Context	
  

–  2. 	
  Learning	
  from	
  Humans	
  Without	
  Remembering	
  
Human	
  Bias	
  and	
  the	
  Possibility	
  of	
  Malicious	
  Training	
  

–  3. 	
  Using	
  Data	
  You	
  Have	
  Rather	
  than	
  the	
  Data	
  You	
  Need	
  

–  4.	
  Transparency	
  without	
  Accountability	
  
– …..	
  



Human	
  vs.	
  computer-­‐based	
  decision	
  
making?	
  

•  Human	
  decision	
  making	
  flawed	
  as	
  well	
  *but*	
  at	
  least	
  we	
  recognize	
  
it	
  	
  

•  Myth	
  of	
  logical,	
  unbiased,	
  nearly	
  infallible	
  computer	
  decision	
  
making	
  

•  Possibility	
  of	
  more	
  reproducible,	
  accurate,	
  fair	
  decisions	
  *but*	
  to	
  
achieve	
  that	
  we	
  will	
  need	
  investments	
  in	
  debugging,	
  skep5cism	
  and	
  
explana5on	
  
–  Bail	
  vs.	
  automated	
  risk	
  assessments	
  

•  Important	
  to	
  preserve	
  our	
  ability	
  to	
  ques5on	
  in	
  general	
  and	
  in	
  a	
  
specific	
  case	
  



Decision-­‐Making	
  Landscape	
  

•  Big	
  decisions	
  about	
  the	
  lives	
  of	
  individuals	
  	
  are	
  being	
  
made	
  in	
  a	
  partnership	
  between	
  human	
  decision-­‐
makers	
  and	
  computer	
  systems.	
  	
  

•  Fundamentally	
  changing	
  the	
  landscape	
  of	
  our	
  
societal	
  decision-­‐making	
  processes	
  

•  In	
  the	
  process	
  of	
  automa5on,	
  moving	
  to	
  new	
  
platorms,	
  are	
  we	
  undermining	
  principles	
  on	
  which	
  
socie5es	
  have	
  been	
  built?	
  	
  

•  What	
  are	
  we	
  doing	
  to	
  secure	
  and	
  debug	
  these	
  
complex	
  socio-­‐technical	
  systems?	
  To	
  build	
  in	
  
incen5ves	
  for	
  debugging	
  and	
  improvement?	
  


