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ABSTRACT
In this paper, I describe ways to monitor viruses that have been introduced into a system. It describes ways to detect viruses entering the system, and what types of activities a virus does when inside of a system. This paper describes the software necessary to perform these types of tests and where you can obtain the software.  

General Terms
Security

Keywords
Keywords are your own designated keywords.

1. Introduction

This project is intended to explore how websites targeted towards children allow viruses to infect users’ systems. Children tend to be novice users, and can often introduce viruses into a computer through unsafe browsing. Also, children are not the only ones guilty of unsafe browsing. Even experienced users can obtain viruses through lack of knowledge of how viruses are introduced to a system, or through plain laziness. W will look at how a system reacts once a virus is introduced to the system in order to educate users as to what type of activity to look for after they have done some unsafe browsing. To achieve this, we will use various monitoring software that is freely available to anyone, in order to show details on virus activity.
2.   Baseline
The following sections outline the baseline for the monitoring system.
2.1  Initial Set Up

The following sections describe how the monitoring environment was set up for this experiment.
2.1.1  Virtual Machine and Operating System
To set up the virtual machine, I used VMware Workstation version 6.0.0 to create a VM of Windows XP Professional with Service Pack 2. It was configured using default settings and options.

2.1.2  Monitoring Software

Various monitoring software was put in place to keep track of how the system reacted to virus activity. This software includes ProcMon (which includes RegMon and FileMon) to track Registry and file system activity, Wireshark to detect network activity, and avast! Antivirus software. The monitoring software used as have various ways to generate statistics for the user, in order to present data in a more manageable way. In ProcMon, users can generate a report by clicking Tools on the top menu bar and then clicking on one of the various “Summary” options presented. There are options for Registry System, File System Summary, and others. In Wirechark, this can be achieved by clicking on Statistics on the top manu bar, and then selecting Summary. 
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Figure 2.1: ProcMon
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Figure 2.2: WireShark

2.2 Normal System

In order to gain an understanding of how a virus changes a system, the first step is to understand how a normal system behaves. This includes what Registry activity is occurring, what files are being accessed, and how network traffic is responding. To do this, three tests were run to see how the monitoring software reacts to normal activity. The first test monitored an idle system, the second involved refreshing the web browser, and the third included navigating to a website and running a search.

2.2.1   First Normal Test: Idle System

This test was conducted with ProcMon, avast!, and Internet Explorer running. Internet Explorer was open to msn.com, but was not being used to browse. Procmon was run for approximately 4 seconds. The processes found to be accessing the registry on this idle system included explorer.EXE, lsass.exe, and iexplore.exe. Explorer.EXE is for Windows Explorer and is the cause for the majority of the activity found for this test. It can be assumed that explorer.exe activity will always be found, as it is a vital Windows process. Lsass.exe is related to Windows Security Mechanisms, specifically local security and login policies. This could be a potential problem, as it this process is often mimicked by viruses. Care must be taken to ensure it is being run from C:\WINDOWS\system32, or else it could be a potential threat. Finally, iexplore.exe, the process for Internet Explorer, accesses the registry even if the program itself is idle. Other metrics for idle registry activity are reads and writes per second. In this test, the registry recorded 167 read operations per second, with 0 total writes. For file system activity, the majority of the activity is focused around explorer.EXE as well. These are a small number of items from VMwareService.exe, which is running VMware Tools. Nothing was written to or read from the file system. This is expected as there is no need for anything to be retrieved or sent to the file system. This is an important concept to be aware of, since viruses may be accessing the file system without the user knowing it. I also separately ran Wireshark on an idle system, again with Internet Explorer open and avast! running. I did not record any packets during the idle time. This is expected, but it does not mean you will never see packets in an idle system. Also, this is important to note, because if a virus is present, a seemingly idle system may be quite busy with network activity.


2.2.2 Second Normal Test: Refreshing the Browser

This test had the same software running, with Wireshark running concurrently. I started the monitoring software, and then refreshed the browser (again with msn.com). The traces lasted about 7 seconds. The Registry activity seen here is much the same, with more activity from iexplore.exe (as expected since this test has the browser refreshing running now). In addition to the same processes from the idle system, we also see activity from ashServ.exe and ashWebSv.exe. AshServ.exe is the standard service process for avast!, while ashWebSv.exe is avast! checking the incoming browser traffic. This is expected activity from the registry, with the avast! services being the only new activity. There were approximately 200 reads per second and 9 total writes for this trace. The file system looks quite similar to the Registry in this test. There is a lot of activity from exporer.EXE and iexplore.exe. Iexplore.exe seems to be writing to cookies files and Temporary Internet Files. We also now see avast! accessing its Temp directory. In this trace we see file system read and write activity. There were 23 reads per second and 45 writes per second. We expected to see file system activity as now things will need to be stored into memory (such as cookies) when using the web browser. 
This test also involved capture of network activity. There were 302 packets total. This seemed to be quite a bit more than is normal for a single refresh, but this is due to the fact that msn.com has a high amount of items on its page. The network activity involved tcp and http packets being sent from my computer to msn’s servers and vice versa. The majority of the packets contained traffic between the same two IP addresses, so this test is a good basis for normal traffic with a large amount of information being sent.  

2.2.3  Final Normal Test: Browsing and Searching


The goal with the final test is to get a view of a normal system with typical browsing activity happening. Once the monitoring software was started, google.com was entered in the URL search bar, and the web site was brought up. A simple search for the word “virus” was entered into google, and the results displayed. The monitoring software was stopped as soon as the results page was fully loaded. The monitoring software ran for approximately 13 seconds. 


The only bit a new activity in the Registry came from svchost.exe. This has not appeared before, but this is most likely due that this trace is longer than the others. Svchost.exe is a typical Windows process relating to DLLs. It can also be the target of Trojans and viruses, so the user must be careful that the process is not running maliciously. 


It is interesting to note the Networking activity for this test. Wireshark was run for roughly 10 seconds (due to the manual process of stopping Wireshark and then stopping Procmon). 70 packets were captured in this trace. This is far less than the number of packets caught when simply refreshing msn.com (302 packets in that trace). This large difference is caused by the amount of information found on msn.com compared to the minimalist approach of google.com. 
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Figure 2.3: msn.com

As we can see, msn.com has a large number of images and links. It is important for users to recognize that the amount of data per web site directly impacts the number of packets that are being captured on the wire.
3.1   Known Attack
In order to determine what activity takes place while a system is infected, the experiment must make certain that there is a virus in the system. In order to do this, two VM snapshots were created. One snapshot was running the anti-virus software (used in the “Normal” tests) and another snapshot had the software disabled. I first used the virus scan-enabled snapshot to detect when a virus was found. To do this I navigated to seriall.com, which is a web site that supplies CD key generators for computer software. However, many of the items posted on the site are viruses and Trojans. I then did a search for “Halo 2”, in anticipation that this popular video games would likely be a target for viruses. I downloaded a file at random and attempted to “Run” the file (rather than “Save” the file). This is typical user behavior for users who are downloading a file that does not need to be saved to their system. Also, “Run” is the first option, and many users tend to quickly click the first option in dialog boxes rather than thoroughly read through all options. 
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Figure 3.1: The dialog box received when downloading the virus. 

Before the file finished downloading (at 99% complete), avast! alerted me that a Trojan was found in this file and that it was terminating the download.  
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Figure 3.2: avast! alert 

Knowing that this file was a valid virus, the VM was then reverted to the virus-software disabled snapshot. The same steps were repeated in this VM, with ProcMon and Wireshark running before the site was loaded. After running the file, the monitoring software was left on for a few seconds before being shut down. The trace ran for a total of about 23 seconds. When the file was run, the console window appeared, and it appeared to be executing crack.exe and serial.exe. No more activity appeared after these two files were executed. 
3.2  Evidence in the Monitoring Software 
The registry activity recorded by ProcMon shows that the virus was accessing the registry, and performing a variety of operations, including creating keys. We see this by a variety of new processes that were not apparent in the “Normal” system. A group of temporary files including win15.tmp.exe, win18.tmp.exe, win1C.tmp.exe, win1A.tmp.exe, and others with the same format appeared in these traces. These are names of Windows processes, but they are commonly mimicked by viruses and Trojans, so their appearance here is quite suspicious. Also, they were being run from a Temp directory in C:\Documents and Settings, which is a good indicator that these files are threats to the system. Another new process is Yazzle11620inAdmin.exe, which is not a Windows process. This is an obvious threat. The final new process is mshtml2.exe, which is another common process related to spyware. Looking at the registry statistics, there were 1649 reads per second and 21 writes per second. This is a significant increase in the registry reads. We can clearly see the virus is accessing the registry, and this can be dangerous for a system. Looking deeper into the registry data in this trace, we see there are 1297 opens per second and 77 creates per second. The malicious processes have a hand in both of these activities. This shows that the virus is both creating new keys and accessing old ones. This is an important idea to keep in mind: a virus may not only put new files/keys into a system, but also it may overwrite existing information. Looking at the file system, we see the same new processes. They are also performing a variety of operations. This trace recorded 219 reads per second and 105 writes per second for the file system. Again, this is a significant increase from the “Normal” system. Also, there were 254 files created per second during this trace. This is a fairly large number of files created. Again, users much watch out for files created as well as files modified in the file system. Looking at the network trace, there is some suspicious activity going on. There is presence of a host name “l.mezzicodec.net”, which was never navigated to in the trace. There were 22 packets per second and 18200 bytes per second sent throughout the whole test, while 66 packets per second and 63493 bytes were sent over the wire during the second half of the trace. The second half is important to look at, since this was when the virus downloading was occurring. 
3.3 Summary of Traces

In order to better summarize the trace statistics, the below table contains all of the statistics detailed in the previous sections.
	Registry
	Reads/sec
	Writes/sec

	Idle
	167
	0

	Refresh
	200
	1

	Browse/Search
	248
	4

	Virus
	1649
	21

	
	
	

	File System
	Reads/sec
	Writes/sec

	Idle
	0
	0

	Refresh
	23
	45

	Browse/Search
	26
	7

	Virus
	219
	105

	
	
	

	Network
	Packets/sec
	Bytes/sec

	Idle
	0
	0

	Refresh
	79
	39927

	Browse/Search
	7
	3219

	Virus - Total
	22
	18198

	Virus - 2nd Half
	66
	63493


Figure 3.3: Summary Table
We can see an obvious jump in registry and file system activity with the virus in the system. With the network activity, however, it is much tougher to tell the difference between a virus and heavy network activity. Also, it was much harder to discern harmful activity in WireShark than it was in ProcMon. From this information, it is logical to conclude that viruses can easily “hide” from users in network activity, and it would take a highly educated user to recognize abnormal activity. However, the majority of users are not monitoring their activity. Therefore, it is important to have good virus scanning software to protect a system. 
4. Exploring Children’s Websites

In order to demonstrate the types of risks that children are prone to while browsing the internet, I explored various children’s websites in order to try and show how children discover viruses. It was the belief of me and others that children’s websites would be a hot spot for threats. However, my findings report otherwise. I explored 10 different popular children’s websites, and did not detect any traces of malicious threats. The monitoring software did not show anything suspicious either. I followed various techniques for unsafe web browsing as well, including clicking on banners and advertisements, playing embedded Flash games, and trying to browse every site linked from the one I was exploring. All of the sites seemed to lead to other high quality children’s websites. 
The sites I visited are listed below:

Nick.com

Cartoonnetwork.com

Candystand.com

Kidsites.com

Pbskids.org

Marvelcomics.com

Ohioart.com (Etch a Sketch)

Happymeal.com/en_US/#

Pokemon.com

4kids.tv

This is only a small sampling of websites, but it was interesting to note that none of these contained malicious threats. There may be other children’s sites that contain threats, so it is always important to remind kids to be safe while browsing and not visit any website that they do knot know.
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