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Introduction

= White-box testing/setting:
« The attackers can access the model architecture, weights,
parameters, or training datasets.

= Black-box testing/setting:

« The attackers cannot access the model architecture,
weights, parameters, or training datasets.
 They only query the model and get a prediction in return.



= Example of black—box classification systems:

Google Perspective API

Ithink heis stupid. | input .”

Black Box
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Background

Gentes

= Arabic Text Normalization:
 Normalization unifies the orthography of Arabic text.
 Normalization reduces the space of word embeddings.
 Normalization deletes the noise characters in Arabic.




= Arabic Text Normalization Techniques:
« Normalizing Alef Variants [! 11111 > ['].
 Normalizing Alef Maksura [s] 2 [u].
 Normalizing Teh Marbuta [3] 2 [e].
* Removing Diacritical marks.
« Removing Punctuation marks.




Motivations

1. Study the robustness of Deep Neural Networks (DNN)
pre-trained/black-box Arabic text classification models.

2. Highlight the importance of text normalization in Arabic.




Mm(c(ﬁ(Algorithm

" Goal: Flip the prediction of an Arabic text classifier.

Positive Review
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Ma(o(mGenles

Genie of Teh Marbuta:

S gl B 5 jlian dald) Lisad D

S gl (B b jliaa 4ald) Liuad

English Translation: *We had an excellent stay at the Barcelona Raval.”
Arabic Transliteration: "gDynA AgAmo mmtAzo fy brElwno rAfAL”




M(JmGenles

Genie of Alef Variants:

S gl B 5 jlian dald) Liniad D

B 5 gLy B B e Aall) Lipiad

English Translation: *We had an excellent stay at the Barcelona Raval.”
Arabic Transliteration: "qgDynA AQAmo mmtAzo fy brElwno rAfAL”"



M(JmGenles

Genie of Diacritical Marks:

S gl 8 5 jlian dald) Liniad D

_d@b;\.\"gwﬁé'éjum;u@!@

English Translation: *We had an excellent stay at the Barcelona Raval.”
Arabic Transliteration: "qgDynA AQAmo mmtAzo fy brElwno rAfAL”"



. %JJMGenies:

4. Genie of Punctuation Marks:

S gl B 5 jlian dald) Linad D

d@J?\J‘gl&j,agéSjuMh&)M

English Translation: *We had an excellent stay at the Barcelona Raval.”
Arabic Transliteration: "qgDynA AQAmo mmtAzo fy brElwno rAfAL”"



. %JJMGenies:

5. All Genies:

S A gl B 5 jlian dald) Linuiad D

d&bﬁ‘gbﬁiﬁ@oj&.«u@\ﬁg&

English Translation: *We had an excellent stay at the Barcelona Raval.”
Arabic Transliteration: "qgDynA AQAmo mmtAzo fy brElwno rAfAL”"



Mathematical Definitions

= Adversarial Examples:

* Suppose a deep learning Arabic text classifier F(-): X — Y

* Let original example be x € X and adversarial example be x
Let true label of x be y € Y and predicted label of x be
Let prediction score of x be p € IP and predicted score of x be p

An adversarial example x follows:
x=x+ Ax,where |[Ax |l ,<eand x € X

The successful attack forces: F(x) # F(x) and y # 9y



= Success Rate:
* Suppose a deep learning Arabic text classifier F(-): X — Y
* Let original example be x € X and adversarial example be x
* Let true label of x be y € Y and predicted label of x be y
* Let prediction score of x be p € IP and predicted score of x be p

e A success rate s € S follows:

#successful x

S = — x 100 where successful x forces:
#Horiginal x

F(x) # F(x) and y # 7y



= Decrease Rate:
* Suppose a deep learning Arabic text classifier F(-): X — Y

* Let original example be x € X and adversarial example be x
* Let true label of x be y € Y and predicted label of x be y
* Let prediction score of x be p € IP and predicted score of x be p

e A decrease rate d € D follows:

d = Z’lf‘:l% - Z?zlﬁ;’i where 1 is #failed x and n is #x
and F(x) =F(x) and y=9



Datasets

Dataset Task # Classes # Samples # Representative Samples
MADAR Parallel Corpus o 26 112,000 253
Arabic Dialects Corpus Arab'? D |al.ect 5 53,403 627
Identification
Arabic Sarcasm V2 Corpus 5 15,548 293
Arabic Books Reviews Corpus ] 5 63,257 6,939
Arabic
Arabic Sentiment Corpus Sentiment 3 15,572 3,814
Multl-.domaln Arabic Analysis 3 6,733 346
Sentiment Corpus




Sampling Datasets

e Calculate the total samples. }

e Compile the representative samples. }

e Select only 250 representative samples.}




N Pretrained Models

Genl'eS

Pretrained Model Task

ADI 1: Arabic MARBERT Dialect Identification City
ADI 2: CAMeLBERT Mix DID Madar Corpus-26 Arabic Dialect Identification (ADI)
ADI 3: CAMeLBERT MSA DID MADAR Twitter-5

ASA 1: Arabic MARBERT Sentiment
ASA 2: CAMeLBERT Dialectal Arabic Sentiment Arabic Sentiment Analysis (ASA)

ASA 3: CAMeLBERT Mix Sentiment




Results: Success Rates

Success Rates of Arabic Dialect Identification Task

Teh Marbuta Alef Variants Diacritical Marks Punctuation Marks All
ADI 1 47.60% 0 0 7.60% 52.00%
ADI 2 64.80% 60.80% 30.00% 13.60% 85.20%
ADI 3 42.80% 28.00% 29.60% 46.00% 60.40%

Success Rates of Arabic Sentiment Analysis Task

Teh Marbuta Alef Variants Diacritical Marks Punctuation Marks All
ASA 1 6.40% 0 0 5.60% 8.00%
ASA 2 6.00% 7.60% 10.80% 6.00% 18.80%
ASA 3 6.00% 5.60% 8.80% 5.60% 14.80%




Success Rates of Aladdin Algorithm
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Results: Decrease Rates

Decrease Rates of Arabic Dialect Identification Task

Teh Marbuta Alef Variants Diacritical Marks Punctuation Marks All
ADI 1 0.14% 0 0 0.01% 0.11%
ADI 2 0.08% 0.08% -0.05% 0.03% 0.12%
ADI 3 0.02% -0.04% 0.06% -0.06% -0.08%

Decrease Rates of Arabic Sentiment Analysis Task

Teh Marbuta Alef Variants Diacritical Marks Punctuation Marks All
ASA 1 0 0 0 0 0.01%
ASA 2 0.01% 0 0 0.01% 0.01%
ASA 3 0 0.01% -0.01% 0.01% 0.01%




Decrease Rates of Aladdin Algorithm
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42409 Conclusions

. f%a{o(m algorithm effectively generates Arabic text

adversarial examples up to 94% of total original
examples in a3 pure black-box manner.

. f%o(o(m algorithm reduces the performance of state-
of-the-art deep learning models by up to 85.20%.




. f%o(o(m algorithm reduces the accuracy of state-of-

the-art deep learning models even when the
algorithm’s adversarial examples failed by up to 0.14%.

 Arabic text normalization improves the accuracy of
state-of-the-art deep learning models in specific cases.




(W Future Works

Gentes

 We plan to train new DNN models for Arabic text
classification, such as RNNs (LSTM or Bi-LSTM) and CNNs,
then test their robustness against our algorithm and its
generated adversarial examples in a black-box manner.




We plan to study the effectiveness of different defense
mechanisms, like adversarial training and spell-checking.

We plan to examine the transferability of our adversarial
examples on other DNN Arabic text classification models.
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