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Abstra
tSome basi
 results and algorithms from number theory are des
ribed, in-
luding the greatest 
ommon divisor, inverses, exponentiation, the theoremsof Euler and Fermat, the Chinese Remainder Theorem, testing primality,the Legendre and Ja
obi symbols, and �nding square roots modulo primesand 
omposites. This material is intended to provide a foundation for thestudy of 
ryptographi
 systems based on number theoreti
 problems. Somefamiliarity with the 
on
epts of analysis of algorithms and 
omplexity the-ory is assumed. The number theory portion is intended to be largely self-
ontained. Reprinted September 27, 2001The 
ontent of this version of Te
hni
al Report 243 is nearly identi
al tothat of the version published in August 1982, modulo a few typos. However,the formatting has 
hanged in the 
ourse of 
onversion of the original sour
e�les to latex.
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1 Introdu
tionThese notes des
ribe some 
omplexity-theoreti
 results 
on
erning problemsof 
lassi
al number theory. We assume the standard ma
hinery of 
omplex-ity theory: de�nitions of polynomial-time 
omputation, the 
lass P of setsre
ognizable in polynomial time, the 
lass NP of sets re
ognizable nondeter-ministi
ally in polynomial time, NP-
ompleteness, and related results. Onthe number-theory side, the aim is to make these notes nearly self-
ontained,ex
ept for material on the Extended Riemann Hypothesis, o

asional details,and some elementary results from group theory.A good basi
 treatment of analysis of algorithms and 
omplexity theorymay be found in the text of Aho, Hop
roft, and Ullman [4℄. Basi
 resultson number theory and the 
omputational aspe
ts of the greatest 
ommondivisor, the Chinese remainder theorem, modular arithmeti
, fa
toring, andprimality-testing may be found in the monographs of Niven and Zu
kermann[12℄, Vinogradov [15℄, and Knuth [9℄. The other material 
overed in thesenotes may be found in the arti
les of Adleman, Manders, and Miller [3℄,Berlekamp [5℄, Carmi
hael [6℄, Manders and Adleman [10℄, Miller [11℄, Pratt[13℄, and Solovay and Strassen [14℄.2 A note on 
omplexity theoryThese notes are 
on
erned with very broad distin
tions of whether a 
om-putational problem is \easy" or \hard." It has been 
ustomary to identify\easy" with \solvable in polynomial time." This identi�
ation must be takenwith a grain of salt: the nonpolynomial bound nlog log n does not overtake thepolynomial bound n10 until n = 21024. Nonetheless, the 
lass of fun
tions
omputable in polynomial time has 
ertain desirable properties. It is 
losedunder 
omposition, or, to put it in 
omputational terms, we may use poly-nomial time subroutines with impunity. Also, it is invariant under a varietyof 
hanges to the model of 
omputation, so we do not have to bother aboutdetails of the model in our analyses of running times. (If you want a morede�nite model, assume a log-
ost RAM or a multi-tape Turing ma
hine [4℄.)If polynomial time is \easy," what about \hard?" At �rst glan
e, it seemsthat \not 
omputable in polynomial time" is a reasonable interpretation of\hard." There are some problems with this identi�
ation, whi
h we 
onsiderbelow.The �rst problem is the major embarrassment of 
omplexity theory:the NP-
omplete problems. While a number of natural problems have been3



proved to require exponential (or more) time, the NP-
omplete problems arenot among them. Nor do we have polynomial time algorithms for the NP-
omplete problems. What we do have is a large 
olle
tion of polynomial timeredu
tions showing that if problem A has a polynomial time algorithm thenso does problem B. The NP-
omplete problems stand or fall together: if anyone of them has a polynomial time algorithm, then they all do. This wouldnot be so bad, but there are literally hundreds (see Garey and Johnson's
olle
tion [7℄) of problems, some of them very important pra
ti
al problems,that have been proved to be NP-
omplete.There is a sedu
tive argument, whi
h may be termed the argument fromignoran
e, to the e�e
t that if all these bright people have been workingall this time on these very important problems without 
oming up with apolynomial time algorithm, then it is likely that the reason is that no su
halgorithm exists. (Or more su

in
tly: we don't know how to do it, thereforeit is impossible.) The argument from ignoran
e is antitheti
al to the guidingspirit of s
ien
e, and ought to be handled with great 
are. However, it hasbe
ome 
ustomary to a

ept a proof of the NP-
ompleteness of a problemas some kind of eviden
e of its 
omputational \hardness."Another problem with the identi�
ation of \hard" with \not 
omputablein polynomial time" has to do with the purposes involved. In the 
ustomaryproblem setting, we imagine that our job is to 
ompute the answer eÆ
ientlyfor every possible input, and an in�nite 
olle
tion of inputs, however sparse,where we 
annot do this is synonymous with failure. In this 
ase, \easy"means \easy everywhere", and \hard" means \hard on in�nitely many in-puts." However, in proposals to use \hard" problems to produ
e se
ure
ryptosystems, the setting 
hanges. In parti
ular, we imagine that our jobis to make it hard for the adversary to de
rypt any of our en
rypted mes-sages, so that \hard" now means \hard everywhere" and \easy" means \easysomewhere." Thus, in�nitely often hard is not \hard enough" in the 
ontextof 
ryptosystems.One important 
on
ept that has been developed to help deal with theseissues is the notion of a randomized algorithm. This is an algorithm thatmay 
all a random number generator in the 
ourse of its 
omputation. Theanalysis of su
h an algorithm has a probabilisti
 aspe
t. There are twobasi
 forms that this may take. The algorithm may sometimes give thewrong answer (depending on the values supplied by the random numbergenerator) { the analysis then bounds the probability of this kind of error.Or, the algorithm may be guaranteed to give a 
orre
t answer always, butits running time may be longer or shorter depending on the values providedby the random number generator { in this 
ase, the analysis bounds the4



expe
ted value of the running time (or provides more information aboutits probability distribution). The �rst type of algorithm has been 
alled a\Monte Carlo" algorithm; an example is the primality testing pro
edure ofSolovay and Strassen [14℄. The se
ond type of algorithm has been 
alled a\Las Vegas" algorithm; examples are the square root �nding pro
edures ofBerlekamp [5℄ or Adleman, Manders, and Miller [3℄. Note that in neither
ase is there randomization over the input { the probabilities depend onlyon the random number generator.In the 
ontext of 
ryptosystems, and in a wider pra
ti
al sense, it maybe reasonable to take \easy" to be \
omputable in polynomial time by arandomized algorithm." Unfortunately there is no single referen
e for thebasi
 
on
epts of randomized algorithms, but the papers of Gill [8℄ andAdleman and Manders [1, 2℄ may provide helpful pointers.Most of the algorithms des
ribed in these notes have inputs and outputsthat are integers. We assume that these integers are represented in binarynotation (or some other notation that is related to it by polynomial timetranslations, e.g., de
imal notation). Thus, the length of the input n isbounded by O(log n), and a polynomial time algorithm is one that runsin time O(logk n) elementary 
omputation steps, for some 
onstant k. Alllogarithms are to the base 2.3 Some de�nitions, notations, fa
tsLet Z be all the integers, f0; 1;�1; 2;�2; : : : g. Let N be the natural numbers,f1; 2; 3; 4; : : : g. Let a; b; d 2 Z and m;n; p; q 2 N in the following.Divisibility. ajb , there exists d so that b = a � dIndivisibility. a6 j b is the negation of ajbCongruen
e. a � b (mod n) , nj(a� b)Greatest Common Divisor. g
d (a; b) = maxfd : dja and djbg, a and bnot both 0.Least Common Multiple. l
m (a; b) = minfm : ajm and bjmg, neither anor b = 0.Integers mod n. Zn = f0; 1; : : : ; n� 1gMultipli
ative Integers mod n. Z�n = fm : 1 � m � n and g
d (m;n) =1g 5



Relatively Prime. m and n are relatively prime , g
d (m;n) = 1Euler's Totient Fun
tion. � (n) = jZ�njPrimality. p is prime , p 6= 1 and for all 1 < m < p, m6 j pQuadrati
 Residue. a is a quadrati
 residue mod n, there exists b su
hthat a � b2 (mod n)Quadrati
 Nonresidue. a is a quadrati
 nonresidue mod n , a is not aquadrati
 residue mod nLegendre Symbol. �ap� = +1 if a is a quadrati
 residue mod p, �1 if notJa
obi Symbol. � aQ� = � ap1�� ap2� � � �� apn�, where Q = p1p2 � � � pn, ea
hpi is an odd prime, and g
d (a;Q) = 1qth-Residue. a is a qth-residue mod n , the equation xq � a (mod n) issolvableqth-Nonresidue. a is a qth-nonresidue mod n, a is not a qth-residue modnCarmi
hael's � Fun
tion. � (n) = l
m f� (p�11 ) ; : : : ; � �p�kk �g, where n =p�11 p�22 � � � p�kk is the unique prime fa
torization of nMiller's �0 Fun
tion. �0 (n) = l
m fp1�1; : : : ; pk�1g, where n = p�11 p�22 � � � p�kkis the unique prime fa
torization of nWe note some fa
ts.1. � (mn) = � (m)� (n) if g
d (m;n) = 1.2. � (p�) = p��1(p� 1) if p is prime and � � 1.3. � (p) = p� 1 , p is prime.4. The unique fa
torization theorem.5. The division theorem: a = bq + r, 0 � r < b.6. The order of a subgroup of a group divides the order of the group; theorder of an element of a group divides any power of the element whi
his equal to the identity, and other fa
ts of elementary group theory.6



4 Computing the greatest 
ommon divisor of twonumbersFor this we have a 2300 year old algorithm due to Eu
lid (or possibly Eu-doxus). Let a and b be positive integers. By repeated appli
ation of thedivision theorem we may �nd a sequen
e:a = bq1 + r1 ; 0 < r1 < bb = r1q2 + r2 ; 0 < r2 < r1r1 = r2q3 + r3 ; 0 < r3 < r2...rk�2 = rk�1qk + rk ; 0 < rk < rk�1rk�1 = rkqk+1whi
h terminates when we �nd some rk+1 = 0. (Whi
h we must do sin
ethe sequen
e of nonnegative integers b; r1; r2; : : : is stri
tly de
reasing.)Theorem 1 rk = g
d (a; b).Proof: Clearly rkjrk�1, so rkjrk�2, so rkjrk�3, and so on until we �ndthat rkja and rkjb. If d is any positive integer whi
h divides both a and b,then djr1 be
ause r1 = a� bq1, so djr2 sin
e r2 = b� r1q2, and so on untilwe �nd that djrk, so d � rk. Hen
e rk = g
d (a; b). 2Corollary 2 g
d (a; b) is a multiple of every 
ommon divisor of a and b.Example 3 Find g
d (234; 108), g
d (233; 144).234 = 108*2 + 18108 = 18*6Hen
e g
d(234,108) = 18233 = 144*1 + 89144 = 89*1 + 5589 = 55*1 + 3455 = 34*1 + 21 7



34 = 21*1 + 1321 = 13*1 + 813 = 8*1 + 58 = 5*1 + 35 = 3*1 + 23 = 2*1 + 12 = 2*1Hen
e g
d(233,144) = 1It is not diÆ
ult to show that a 
onse
utive pair of Fibona

i numbers(eg, 144 and 233) are the worst 
ase for Eu
lid's algorithm in terms of thenumber of appli
ations of the division theorem required for numbers of agiven magnitude. Sin
e the kth Fibona

i number ex
eeds rk�2 where r isthe golden ratio, we obtain the followingTheorem 4 If a; b < n then the number of division stages in Eu
lid's algo-rithm will be less than 1:5 log n+O(1).This bound is an exponential improvement over the bound of b impli
itin the argument above for termination; it means that Eu
lid's algorithmruns in time polynomial in the lengths of the binary representations of aand b.Corollary 5 l
m (a; b) 
an be 
omputed in polynomial time.Proof: Use the identity l
m (a; b) = (a � b)= g
d (a; b). 2Looking again at the algorithm we note thatr1 = a� q1br2 = b� q2r1 = �q2a+ (1 + q2q1)br3 = r1 � q3r2 = (1 + q3q2)a� (q1 + q3 + q3q2q1)bIn general, ea
h ri is expressible as an integer linear 
ombination of a andb, in
luding the g
d, rk. We may keep tra
k of the 
oeÆ
ients at ea
h stageas follows. Initially, set x1 = 1, y1 = �q1, and x2 = �q2, y2 = (1 + q2q1).Then at stage i 
ompute xi = xi�2 � qixi�18



yi = yi�2 � qiyi�1:By indu
tion we see that ri = xia+ yib for all i = 1; 2; : : : ; k. Thus we haveproved the following theorem.Theorem 6 There is a polynomial time algorithm whi
h on inputs a and b
omputes d, x, y su
h that d = g
d (a; b) and d = xa+ yb.5 Multipli
ative inverses in Z�nThe version of Eu
lid's algorithm just developed is of use in 
omputingmultipli
ative inverses.Theorem 7 There is a polynomial time algorithm whi
h on integers a andm su
h that g
d (a;m) = 1 
omputes b su
h that ab � 1 (mod m).Proof: By the pre
eding pro
edure �nd integers x and y su
h thatax+my = g
d (a;m) = 1:Then mj(ax� 1), so ax � 1 (mod m). Let b be x redu
ed modulo m. Thenab � 1 (mod m). Also any 
ommon divisor of b and m must divide 1, sog
d (b;m) = 1 and b 2 Z�m. 2In pra
ti
e of 
ourse xi and yi are redu
ed modulo m at ea
h stage. Asa 
onsequen
e of the existen
e of multipli
ative inverses in Z�m we have thefollowing.Theorem 8 If m is any positive integer, Z�m forms a group under multipli-
ation modulo m.Proof: It is not diÆ
ult to verify that Z�m is 
losed under multipli
ationmodulo m. It 
ontains the multipli
ative identity 1, and by the pre
edingtheorem 
ontains a multipli
ative inverse for ea
h of its elements. 2
9



Example 9 The multipli
ation table of Z�15 is1 2 4 7 8 11 13 141 1 2 4 7 8 11 13 142 2 4 8 14 1 7 11 134 4 8 1 13 2 14 7 117 7 14 13 4 11 2 1 88 8 1 2 11 4 13 14 711 11 7 14 2 13 1 8 413 13 11 7 1 14 8 4 214 14 13 11 8 7 4 2 1Notes:1. The equation x2 � 1 (mod 15) has solutions x � 1;�1; 4;�4 (mod 15).2. Z�15 is isomorphi
 to Z4� Z2 (under addition) via (i; j) 7! (�1)j2i.6 The theorems of Euler and FermatWe have just seen that Zn is a group under multipli
ation modulo n. Theorder of the group Zn is � (n); re
alling a little group theory, we have Euler'sTheorem:Theorem 10 For all n and all a su
h that g
d (a; n) = 1,a�(n) � 1 (mod n):As a spe
ial 
ase, also Fermat's Theorem:Theorem 11 If p is prime then for all a su
h that g
d (a; p) = 1,ap�1 � 1 (mod p):The 
onverse of Fermat's Theorem would give us a test for primality ifit were true. It is not true. This will be seen in the se
tion on Carmi
haelNumbers. 10



7 The Chinese Remainder TheoremTheorem 12 Let m1;m2; : : : ;mr be relatively prime in pairs. Let m =m1 �m2 � � �mr. Let a1; a2; : : : ; ar be any integers. Then there is a unique y2 Zm su
h that y � ai (mod mi) for i = 1; 2; : : : ; r.Proof: For ea
h i, m=mi is an integer, 
all it ni, and g
d (mi; ni) = 1.Thus we may �nd an inverse bi su
h that nibi � 1 (mod mi). Now lety0 = rXi=1 nibiai;and let y be y0 redu
ed modulo m. Clearly for ea
h i = 1; 2; : : : ; r, sin
emijnj if i 6= j, we have y � y0 � nibiai (mod mi):If x 2 Zm is any other integer with the property that x � ai (mod mi) forea
h i = 1; 2; : : : ; r then be
ause themi's are relatively prime in pairs, x � y(mod m), so x = y. 2Sin
e the key operation in the above is the 
omputation of the multi-pli
ative inverses bi, we may apply previous results to get the following.Corollary 13 There is a polynomial time pro
edure to 
ompute y fromm1;m2; : : : ;mr and a1; a2; : : : ; ar in the above.Example 14 Solve the simultaneous equationsx � 13 (mod 15); x � 5 (mod 16); x � 4 (mod 7):Then m = 1680,n1 = 112 � 7 (mod 15); and b1 = 13;n2 = 105 � 9 (mod 16); and b2 = 9;n3 = 240 � 2 (mod 7); and b3 = 4:Solution isx � 112 � 13 � 13 + 105 � 9 � 5 + 240 � 4 � 4 (mod 1680);x � 613 (mod 1680):(Remark: see also the se
tion on modular arithmeti
 in Knuth, Vol. II[9℄.) 11



8 Exponentiation Modulo nExample 15 Cal
ulate 267 (mod 22).21 � 2 (mod 22)22 � 4 (mod 22)24 � 16 (mod 22)28 � 256 � 14 (mod 22)216 � 14 � 14 � 20 (mod 22)232 � 20 � 20 � 4 (mod 22)264 � 4 � 4 � 16 (mod 22)267 � 264 � 22 � 21 � 16 � 4 � 2 � 18 (mod 22):Theorem 16 There is a polynomial time pro
edure whi
h on inputs a;m; n
al
ulates a number y 2 Zn su
h that y � am (mod n).Proof: Suppose m is written out in binary notation as the stringb1b2 : : : bk, where ea
h bi is 0 or 1. Start with x0 = 1. Indu
tively 
al
ulatexi+1 from xi as follows.� If bi = 0 then xi+1 is x2i redu
ed mod n.� If bi = 1 then xi+1 is a � x2i redu
ed mod n.Finally output xk.This pro
edure 
orre
tly 
omputes y, and 
al
ulates at most 2 � dlog2meprodu
ts modulo n of numbers from Zn, so runs in polynomial time in thelengths of a;m; n. 2(Remark: if g
d (a; n) = 1 and we happen to know � (n) then we 
an useEuler's Theorem to redu
e m modulo � (n) before we start this pro
edure.)This theorem shows that we 
an exponentiate eÆ
iently modulo n, butwhat about the inverse operations? Finding roots of numbers modulo nappears a little less tra
table, and �nding logarithms (or indi
es) of numbersmodulo n seems suÆ
iently intra
table that it has been proposed as the basisof 
ertain s
hemes for 
ryptography. These two problems are dis
ussed inlater se
tions.
12



9 Z�p is 
y
li
 if p is primeRe
all that for ea
h positive integer n, Z�n is a group under multipli
ationmodulo n. The goal of this se
tion is to show the following theorem.Theorem 17 If p is prime then Z�p is a 
y
li
 group of order p� 1.(At this point a 
ertain 
onfusion is possible: it is an elementary resultof group theory that every group of prime order is 
y
li
, so why is this aBig Theorem? The reason is that the order of the group Z�p is p� 1, whi
his not a prime!)Proof: Let p be a prime. Clearly, the order of Z�p is � (p) = p� 1. Tosee that Z�p is 
y
li
, we show that it has an element of order p � 1. Thisis a
hieved by 
ounting elements of di�erent orders. Let d be any positiveinteger su
h that dj(p� 1). De�neSd = fa 2 Z�p : a is of order dg:These sets partition Z�p, so we haveXdj(p�1) jSdj = jZ�pj = p� 1: (1)Fix d su
h that dj(p� 1). We show that either jSdj = 0 or jSdj = � (d).Suppose Sd is nonempty and 
hoose some a 2 Sd. Then a; a2; :::; ad are alldistin
t modulo p and ea
h one is a solution of xd � 1 (mod p). By thelemma below, this equation has at most d solutions modulo p, so these areall of the solutions. Hen
eSd � fak : 1 � k � dg:Fix k, 1 � k � d. If g
d (k; d) = e > 1, then(ak)d=e = (ak=e)d � 1 (mod p);so ak has order less than d and ak 62 Sd. If g
d (k; d) = 1, then there existsl su
h that kl � 1 (mod d). Hen
e akl � a (mod p). For any e, 1 � e �d� 1, ((ak)e)l � ae 6� 1 (mod p);so ak is of order d, i.e., ak 2 Sd. 13



Thus we have shownSd = fak : 1 � k � d; g
d (k; d) = 1g;so jSdj = � (d), as required.Now suppose that for some d su
h that dj(p� 1), jSdj = 0. ThenXdjp�1 jSdj < Xdjp�1� (d) :By the se
ond lemma below,Xdjp�1� (d) = p� 1;whi
h gives a 
ontradi
tion with (1) above. Hen
e, for ea
h d su
h thatdj(p � 1), we have jSdj = � (d), so in parti
ular, the number of elements oforder p� 1 is � (p� 1). 2Lemma 18 If p is prime and f(x) = a0xn + a1xn�1 + :::+ an is su
h thatf(b) 6� 0 (mod p) for some b, then f(x) � 0 (mod p) has at most n distin
tsolutions modulo p.Proof: By indu
tion.i) For n = 0, f(x) = a0, so if f(b) 6� 0 (mod p) for some b then a0 6� 0(mod p) so a0 � 0 (mod p) has no solutions.ii) Assume the result for n � 1. Let f(x) = a0xn + a1xn�1 + ::: + anand let b be su
h that f(b) 6� 0 (mod p). Suppose f(yi) � 0 (mod p) fory1; y2; : : : ; yn+1, all distin
t modulo p. If a0 � 0 (mod p) then the polyno-mial g(x) = a1xn�1+ :::+ an has more than n� 1 distin
t solutions modulop, 
ontradi
ting the indu
tion hypothesis. So we may assume that a0 6� 0(mod p).Form g(x) = a0(x� y1)(x� y2) � � � (x� yn)and let h(x) = f(x)� g(x). Thenh(x) = b0xn�1 + b1xn�2 + :::+ bn�1for some integers b1; b2; : : : ; bn�1 and h(yn+1) 6� 0 (mod p). (This dependson the fa
t that the produ
t of numbers that are not 
ongruent to 0 mod14



p 
annot be 
ongruent to 0 mod p.) However, h(yi) � 0 (mod p) fory1; y2; : : : ; yn whi
h are all distin
t modulo p, 
ontradi
ting the indu
tionhypothesis.Hen
e, f(x) � 0 (mod p) 
an have at most n solutions modulo p. 2Note that1. x2 � 1 (mod 15) has four distin
t solutions: x � 1;�1; 4;�4 (mod 15).2. x2 � 0 (mod 9) has three distin
t solutions: x � 0; 3; 6 (mod 9).Lemma 19 For all positive integers n, Pdjn � (d) = n.Proof: Let n be some positive integer. For ea
h d su
h that djn de�neRd = fm � i : m = n=d and i 2 Z�dg:Clearly Rd � f1; 2; : : : ; ng and jRdj = � (d). Consider any x 2 f1; 2; : : : ; ng.Let m = g
d (x; n), d = n=m, and i = x=m. Then sin
e x = m � i and n =m � d, g
d (i; d) = 1, so x 2 Rd. If for some e su
h that ejn we have x 2 Re,then x = m0i0 where n = m0e and g
d (e; i0) = 1. Hen
e m0 = g
d (x; n) =m and e = d. Thus for ea
h x 2 f1; 2; : : : ; ng, x belongs to one and onlyone of the sets Rd. Hen
en =Xdjn jRdj =Xdjn � (d) : 2Example 20 Let n = 18, whi
h has divisors d = 1, 2, 3, 6, 9, 18.d m Rd1 18 182 9 93 6 6 126 3 3 159 2 2 4 8 10 14 1618 1 1 5 7 11 13 1715



A stronger theorem may be proved:Theorem 21 (Niven and Zu
kerman [12℄, p. 52) Z�n is 
y
li
 if and onlyif n is 1; 2; 4; pk, or 2pk for some odd prime number p and some positiveinteger k.The proof of this theorem is omitted, though we use the 
y
li
ity of Z�pmin what follows.

16



10 PRIMES 2 NPprimes will denote the set of binary representations of the prime numbers,and 
ompositeswill denote the set of binary representations of the numbersthat are not prime.It is easy to see that 
omposites 2 NP: if the input is n > 1 then weguess two integers m and d su
h that 1 < m; d < n and then 
he
k whethern = m � d. If so, we a

ept n.It is not as easy to show that the 
omplement set, primes, is in NP. Wefollow Pratt's proof of this result [13℄. First we have:Theorem 22 n is prime if and only if n 6= 1 and Z�n 
ontains an elementof order n� 1.Proof: Suppose n is prime. Then n 6= 1 and Z�n is 
y
li
, so Z�n 
ontainsan element of order � (n) = n� 1. Conversely, if n 6= 1 and Z�n 
ontains anelement of order n� 1, then the order of Z�n is at least n� 1. Then we musthave � (n) = n� 1, so n is prime. 2Verifying that g 2 Z�n is of order n � 1 entails verifying that gn�1 � 1(mod n), (whi
h 
an be done in polynomial time), but also that gi 6� 1(mod n) for all i = 1,2,...,n � 2. The following theorem redu
es the latterwork:Theorem 23 Let n > 1. The element g is of order n� 1 in Z�n if and onlyif gn�1 � 1 (mod n) and g(n�1)=p 6� 1 (mod n) for all primes p whi
h dividen� 1.Proof: The ne
essity of the 
ondition is 
lear. Suppose g 2 Z�n, gn�1 �1 (mod n) and g(n�1)=p 6� 1 (mod n) for all primes p dividing n� 1. If m isthe order of g in Z�n, then we must have mj(n�1). If m < (n�1) then thereexisits a prime p dividing n�1 su
h that mj(n�1)=p, say (n�1)=p = m �d.Thus g(n�1)=p � (gm)d � 1 (mod n)
ontradi
ting the hypotheses on g. Hen
e m = n� 1 and g is of order n� 1in Z�n. 217



Thus, if we knew all the prime divisors of n�1, we 
ould verify that g isof order n�1 in polynomial time, sin
e at most dlogne distin
t primes dividen� 1. This may not seem like mu
h progress; we've redu
ed prime testingto �nding prime fa
torizations. However, the availability of nondeterminismnow 
omes to the res
ue.We 
onstru
t a nondeterministi
 pro
edure to test primality as follows.Given n, guess a \generator" g and a \prime fa
torization" of n� 1. (Thequotes signify that this is what we would like these things to be, but theymust still be 
he
ked.) Re
ursively 
he
k ea
h \prime" in the \prime fa
tor-ization" for primality, and then use the pro
edure derived from the theoremabove to verify that g is of order n� 1 in Z�n. If all of this su

eeds, a

eptn as prime { otherwise reje
t n.Example 24 Let n = 79.For 79 guess g = 3 and the fa
torization 78 = 2 � 3 � 131. Che
k primality of 2, 3, and 13:(a) Re
ognize 2 as prime(b) For 3 guess g = 2 and the fa
torization 2 = 2i. Che
k primality of 2:A. Re
ognize 2 as primeii. Che
k 
orre
tness of the order of 2 mod 3:22 � 1 (mod 3)iii. Con
lude that 3 is a prime(
) For 13 guess g = 2 and the fa
torization 12 = 22 � 3i. Che
k primality of 2, 3:A. Re
ognize 2 as primeB. Re
ognize 3 as prime (from above)ii. Che
k 
orre
tness of the order of 2 mod 13:212 � 1 (mod 13)26 6� 1 (mod 13)24 6� 1 (mod 13)iii. Con
lude that 13 is a prime2. Che
k 
orre
tness of the order of 3 mod 79:378 � 1 (mod 79)339 6� 1 (mod 79)326 6� 1 (mod 79)36 6� 1 (mod 79) 18



3. Con
lude that 79 is a prime.(Remark: Knuth's example [9℄ of the fa
torization of 2214 + 1 may beinteresting in this 
onne
tion (Vol. II, p. 349).)To verify that this pro
edure runs in nondeterministi
 polynomial timewe note that the number of and total spa
e required by all the guesses at ea
hlevel of re
ursion are both O(log n), and the number of levels of re
ursionis at most dlog ne. The various 
he
king operations 
an be done in timepolynomial in dlog ne, so we have:Theorem 25 primes 2 NP.(Remark: the pro
edures of Miller and Solovay and Strassen, dis
ussedin later se
tions, do not dire
tly adapt to give this result be
ause bothpro
edures are based on �nding witnesses for 
ompositeness rather thanprimality.)
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11 Primitive roots and indi
esLet p be a prime. We have seen that Z�p is a 
y
li
 group, and that Z�p has� (p� 1) elements of order p � 1. Any element g 2 Z�p of order of p � 1 is
alled a generator or primitive root of p. Let g be a �xed primitive root ofp. Ea
h a 2 Z�p has asso
iated with it a unique integer k 2 f0,1,...,p � 1gsu
h that a � gk (mod p). This k is denoted by indg(a) and is 
alled theindex of a with respe
t to g.Primitive roots and their asso
iated tables of indi
es are useful aids tohand 
al
ulation modulo primes of moderate size, analogous to tables oflogarithms, redu
ing multipli
ation and division modulo p to addition andsubtra
tion modulo p� 1. (See Appendix I.)It appears to be an open problem whether or not indg(a) 
an be 
al
u-lated in deterministi
 polynomial time given a; p; g where g is guaranteedto be a primitive root of p and p is guaranteed to be prime, even assumingthe Extended Riemann Hypothesis or an ora
le for fa
toring. On the otherhand, the ability to 
al
ulate indi
es in polynomial time doesn't seem to helpmu
h with other problems (fa
toring, root-�nding). The apparent 
ompu-tational intra
tability of index-�nding has been used as the basis of 
ertain
ryptographi
 s
hemes, for example, the proposal of Mi
ali and Blum for thegeneration of 
ryptographi
ally se
ure pseudo-random numbers (to appearin FOCS 82).Indi
es are often quite useful in proofs, for example:Theorem 26 If p is an odd prime and g is any primitive root of p then a2 Z�p has a square root modulo p if and only if indg(a) is even.Proof: Suppose a � g2m (mod p) for some integer m. Then, lettingb � gm (mod p), we have a � b2 (mod p). Conversely, suppose a � b2(mod p). Let m = indg(b), so b � gm (mod p) and a � g2m (mod p). Thusindg(a) � 2m (mod p� 1):Sin
e p� 1 is a multiple of 2, this implies that indg(a) is even. 2Corollary 27 If p is an odd prime, exa
tly half the elements of Z�p havesquare roots.(Remark: This applies, mutatis mutandis, to qth roots, for qj(p� 1).)20



12 Quadrati
 residuesRe
all that if p is an odd prime and a is relatively prime to p then a is aquadrati
 residue modulo p if and only if a has a square root modulo p. TheLegendre symbol is de�ned thus:�ap� = � +1; if a has a square root mod p�1; if a has no square root mod p.Let g be any primitive root of p. We have shown that a has a square rootmodulo p if and only if indg(a) is even. From this we obtain:Theorem 28 For all primes p and all a; b 2 Z�p,�abp � = �ap�� bp� :We also note:Theorem 29 If p is an odd prime and g is a primitive root of p theng(p�1)=2 � �1 (mod p):Proof: (g(p�1)=2)2 � 1 (mod p). There are two distin
t square rootsof 1 modulo p, 1 and �1. Sin
e g is of order p� 1, g(p�1)=2 6� 1 (mod p). 2In turn we get a way of 
al
ulating the Legendre symbol:Theorem 30 If p is an odd prime and a is relatively prime to p thena(p�1)=2 � �ap� (mod p):Proof: Suppose �ap� = 1. Then there exists b 2 Z�p su
h that a � b2(mod p). Hen
e a(p�1)=2 � bp�1 � 1 � �ap� (mod p):If �ap� = �1 and g is any primitive root of p, we have a � g2m+1 (mod p)for some integer m. Hen
ea(p�1)=2 � gm(p�1)+(p�1)=2 � g(p�1)=2 � �1 (mod p): 2This theorem gives us one method of 
al
ulating the Legendre symbolof a with respe
t to p in polynomial time; the se
tion on the Ja
obi symbolgives another. 21



13 The Ja
obi symbolThe Ja
obi symbol generalizes the Legendre symbol, but not in the respe
tof indi
ating the existen
e of square roots.If Q is an odd number greater than 1, and Q = p1 � p2 � � � pk where ea
hpi is prime, and a is relatively prime to Q then the Ja
obi symbol is de�nedin terms of the Legendre symbol as follows:� aQ� = � ap1�� ap2� � � �� apk� :Example 31 �29� = �23��23� = 1. However, the equation x2 � 2 (mod 9)has no solutions.It seems that the primary importan
e of the Ja
obi symbol is that itsatis�es 
ertain identities (in
luding the law of quadrati
 re
ipro
ity) thatallow it (and 
onsequently the Legendre symbol) to be 
al
ulated by a vari-ant of Eu
lid's algorithm for the g
d. The following identities may be foundin the texts of Niven and Zu
kerman [12℄ and Vinogradov [15℄:1. If a � b (mod Q) then � aQ� = � bQ�.2. � 1Q� = 1.3. ��1Q � = (�1)(Q�1)=2.4. �abQ� = � aQ�� bQ�.5. � 2Q� = (�1)(Q2�1)=8.6. If Q and P are relatively prime odd numbers then�QP � = (�1)(P�1)(Q�1)=4 �PQ� :(Quadrati
 re
ipro
ity)
22



Example 32 As an example of these identities, we 
ompute �117271�.�117271� = + �271117� (by 6)= + � 37117� (by 1)= + �11737 � (by 6)= + � 637� (by 1)= + � 237� � 337� (by 4)= � � 337� (by 5)= � �373 � (by 6)= � �13� (by 1)= �1 (by 2)Sin
e 271 is a prime, we have in fa
t 
al
ulated the Legendre symbol �117271�and we may 
on
lude that 117 has no square root modulo 271. Of 
ourse,another way to arrive at the same 
on
lusion is to note that 117135 � 270(mod 271).Theorem 33 There is a polynomial time algorithm to 
ompute the Ja
obisymbol � aQ� whenever Q is an odd number greater than 1 and a is relativelyprime to Q.Proof: Devise an appropriate algorithm using the identities { notethat it is basi
ally the same as Eu
lid's algorithm for the greatest 
ommondivisor, with some extra bookkeeping and spe
ial rules to 
ast out 2's. 2
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14 Re
ognizing primes:Solovay and Strassen's randomized pro
edureThis se
tion des
ribes Solovay and Strassen's Monte Carlo algorithm fortesting primality [14℄.Solovay and Strassen's algorithm The input is an odd integer n > 1.1. Choose at random a 2 f1; 2; : : : ; n� 1g.2. If g
d (a; n) > 1 then output \
omposite" and halt.3. Cal
ulate the quantities:Æ = a(n�1)=2 (mod n);� = �an� (The Ja
obi symbol).(a) If Æ 6� � (mod n) then output \
omposite" and halt.(b) If Æ � � (mod n) then output \possibly prime" and halt.Theorem 34 1. This randomized pro
edure runs in polynomial time.2. If n is prime then this pro
edure must output \possibly prime"3. If n is 
omposite then this pro
edure outputs \
omposite" with proba-bility at least 1/2.Proof: For (1), we have seen in previous se
tions that g
d, exponen-tiation modulo n, and the Ja
obi symbol 
an be 
omputed in polynomialtime.For (2), suppose that n is prime. Then g
d (a; n) = 1 and we have seenthat a(n�1)=2 � �an� (modn);so neither step (2) nor step (3a) 
an output \
omposite" for n. Hen
e theoutput must be \possibly prime".For (3), suppose that n is 
omposite. We must argue that for at leasthalf the possible 
hoi
es of a, the output will be \
omposite". De�neS = fa 2 Z�n : a(n�1)=2 � �an� (modn)g:24



The elements of S are the only 
hoi
es of a whi
h will lead to an out-put of \possibly prime". We show that they 
omprise at most half off1; 2; : : : ; n� 1g.S is a subgroup of Z�n be
ause it is 
losed under produ
t (using theidentity �abn � = � an�� bn� for the Ja
obi symbol). Thus jSj must divide jZ�nj,so either S = Z�n;or jSj � 12 jZ�nj � n� 12 :We now show that the �rst alternative is impossible.Assume that a(n�1)=2 � �an� (mod n) for all a 2 Z�n:Then also an�1 � 1 (mod n) for all a 2 Z�n:Let n = p�11 p�22 � � � p�kk be the prime fa
torization of n. We 
onsider two
ases: either �i � 2 for some i, or �i = 1 for all i = 1,2,...,k.Suppose i is su
h that �i � 2. Let m = p�ii . Z�m is a 
y
li
 group oforder � (p�ii ) = (pi � 1)p�i�1i : Choose a generator g of Z�m. By the ChineseRemainder Theorem, we may 
hoose a to be the unique element of Zn su
hthat a � g (mod m) and a � 1 (mod n=m):Then a must be relatively prime to n, i.e., a 2 Z�n. By our assumptions thenan�1 � 1 (mod n); andgn�1 � 1 (mod m):Sin
e the order of g is p�i�1i (pi � 1), we must havep�i�1i (pi � 1)j(n� 1):Sin
e �i > 1, this implies that pij(n� 1). But pijn, so pij1, a 
ontradi
tion.25



For the se
ond 
ase, assume that �i = 1 for all i = 1; 2; : : : ; k. Thus,n = p1 � p2 � � � pk:Sin
e n is 
omposite, we must have k � 2. In this 
ase we 
hoose g to be agenerator of Z�p1, and, using the Chinese Remainder Theorem, a 2 Z�n su
hthat a � g (mod p1) and a � 1 (mod n=p1):Then a is relatively prime to n, so by our assumptions,a(n�1)=2 � �an� (mod n):But by the de�nition of the Ja
obi symbol,�an� = � ap1�� ap2� � � �� apk� :However, a � g (mod p1), so � ap1� = � gp1�. Also, sin
e pj divides n=p1 forj 6= 1 and a � 1 (mod n=p1), we get a � 1 (mod pj) for j 6= 1. Hen
e,�an� = � gp1�� 1p2� � � �� 1pk� :Thus, � an� = � gp1� = �1 be
ause p1 is prime and g is a primitive root of p1.Thus, a(n�1)=2 � �1 (mod n):Thus, a(n�1)=2 � �1 (mod n=p1);whi
h 
ontradi
ts the fa
t thata � 1 (mod n=p1)be
ause k � 2 and n odd implies1 6� �1 (mod n=p1):26



Thus, in both 
ases the assumption thata(n�1)=2 � �an� (mod n) for all a 2 Z�nleads to a 
ontradi
tion, so we 
on
lude that S 6= Z�n. Hen
e, jSj � (n�1)=2,so fewer than half the 
hoi
es of a 2 f1; 2; : : : ; n� 1g lead to the output\possibly prime". 2(The proof above is more 
omplex than that given in Solovay and Strassen'spaper [14℄; the latter is somewhat in
orre
t.)Note that if the random 
hoi
es of a are independent in su

essive runsof the algorithm, we improve the probability of error. In parti
ular, if n is
omposite thenProb(k su

essive runs output \possibly prime") � (1=2)k :
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15 Carmi
hael's TheoremTheorem 35 Let n be an odd number greater than 1. Then � (n) j(n � 1)if and only if for all a 2 Z�n we have an�1 � 1 (mod n).Proof: Suppose n = p�11 p�22 � � � p�mm is the prime fa
torization of n.Re
alling the de�nition of Carmi
hael's lambda fun
tion,� (n) = l
m f� (p�11 ) ; : : : ; � (p�mm )g:Suppose � (n) j(n � 1), and g
d (a; n) = 1. Fix i, 1 � i � m. Theng
d (a; p�ii ) = 1, so by Euler's Theorem,a�(p�ii ) � 1 (mod p�ii ):Sin
e � (p�ii ) j� (n) and � (n) j(n� 1), we havean�1 � 1 (mod p�ii ):This is true for ea
h of the pairwise relatively prime moduli p�11 ,p�22 ,...,p�mm ,so we have by the Chinese Remainder Theorem,an�1 � 1 (mod n):Conversely, suppose that an�1 � 1 (mod n) for all a su
h that g
d (a; n)= 1. Fix i, 1 � i � m. Z�p�ii is a 
y
li
 group of order � (p�ii ), so wemay 
hoose g to be an element of order � (p�ii ). By the Chinese RemainderTheorem, we may �nd an element a 2 Zn su
h that a � g (mod p�ii ) anda � 1 (mod p�jj ) for all j = 1; 2; : : : ;m su
h that j 6= i. Then g
d (a; n) =1 and by our hypothesis, an�1 � 1 (mod n). Thenan�1 � 1 (mod p�ii );so gn�1 � 1 (mod p�ii ):But the order of g is � (p�ii ), so we must have� (p�ii ) j(n� 1):This is true for ea
h i= 1,2,...,m, so (n� 1) is a 
ommon multiple of ea
h of� (p�11 ),...,� (p�mm ). But � (n) is the least 
ommon multiple of these numbers,so we 
on
lude that � (n) j(n� 1). 228



Example 36 In parti
ular, for the 
omposite number 561,a560 � 1 (mod 561)for all a su
h that g
d (a; 561) = 1.Proof: 561 = 3� 11� 17, so � (561) = l
m f2, 10, 16g = 80. Thus,� (561) j 560. 2(Remark: numbers n su
h that � (n) j n� 1 are 
alled Carmi
hael num-bers. It is not known whether there are in�nitely many Carmi
hael num-bers.)
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16 Square roots of 1We have shown that if p is prime then the only square roots of 1 are 1 and�1. However, 1 has four square roots modulo 15, namely: 1, 4, �1, �4. Weshow that this is a general phenomenon.Theorem 37 Let n be divisible by two distin
t odd prime numbers. Then1 has at least four distin
t square roots modulo n.Proof: Let p be an odd prime number dividing n. Let � � 1 be thelargest integer su
h that p� jn. Then n = p� �m, where g
d (m; p�) = 1 andm > 2.By the Chinese Remainder Theorem there exist unique a; b 2 Zn su
hthat a � 1 (mod p�) and a � �1 (mod m);b � �1 (mod p�) and b � 1 (mod m):Sin
e 1 6� �1 modulo either m or p� , we have that 1;�1; a; b are all distin
tmodulo n. We have:a2 � 1 (mod p�) and a2 � 1 (mod m);b2 � 1 (mod p�) and b2 � 1 (mod m):So, by another appli
ation of the Chinese Remainder Theorem,a2 � b2 � 1 (mod n):Hen
e 1;�1; a; b are distin
t square roots of 1 modulo n. 2Miller's pro
edure for testing primality uses the dete
tion of one of these\pe
uliar" square roots of 1 (i.e., not 1 or �1) as one of the key methods ofdis
overing the 
ompositeness of n.
30



17 Re
ognizing primes: Miller's pro
edureThe primality testing pro
edure of Miller [11℄, like that of Solovay andStrassen, is based on sear
hing for a value a 2 f1; 2; : : : ; n� 1g that is a\witness" to the 
ompositeness of n. The di�eren
e is that deterministi
sear
h repla
es random sele
tion. Values a = 2; 3; 5; 7; : : : are tried until ei-ther one is found that is a witness to the 
ompositeness of n, or some boundis rea
hed (in whi
h 
ase n is de
lared to be prime). The problem of the ex-isten
e of \small" witnesses a for a 
omposite n is eÆ
iently redu
ed to theexisten
e of 
ertain \small" nonresidues. Work of Ankeny shows that theExtended Riemann Hypothesis (abbreviated ERH in what follows) impliesa bound of O(log2 n) on the least su
h nonresidues, whi
h in turn implies apolynomial time algorithm to re
ognize primes. (The reader is referred toMiller's paper for further details of the work of Ankeny and the ERH.) Wenow des
ribe Miller's pro
edure.Miller's pro
edure for testing primalityThe input is an odd number n > 1.Let s be the largest integer su
h that 2s j n� 1, and let Q = (n� 1)=2s.Let K be a �xed 
onstant and let f(n) = minf�K(logn)2� ; ng.1. If n is a perfe
t power (i.e., n = mk for some k � 2) then output\
omposite" and halt.2. Let a run through all primes less than f(n) in:(a) If ajn then output \
omposite" and halt.(b) If an�1 6� 1 (mod n) then output \
omposite" and halt.(
) If aQ 6� 1 (mod n) then set J = maxfj : a2jQ 6� 1 (mod n)g andif a2JQ 6� �1 (mod n) then output \
omposite" and halt.3. If all primes a < f(n) have been tested in step (2) without haltingthen output \prime" and halt.Theorem 38 For any 
onstant K, Miller's pro
edure runs in deterministi
polynomial time.
31



Proof: Testing whether n is a perfe
t power 
an be done in polyno-mial time (the only possible values of kare2; 3; : : : ; blogn
). Sin
e f(n) =O(log2 n) all primes a < f(n) may be found in polynomial time with a sieve.Che
king whether a divides n and 
omputing the appropriate powers of a
an be done in polynomial time. 2The following are the required de�nitions and theorems on least non-residues.De�nition 39 If p is a prime and q is a prime dividing p� 1 then letN(p; q) = the least qth nonresidue mod p.That is, N(p; q) is the least nonnegative integer a su
h that xq � a (mod p)has no solution.Theorem 40 (Ankeny) The ERH implies that N(p; q) = O(log2 p):De�nition 41 If p and q are distin
t primes, de�ne N(pq) to be the leastpositive integer a su
h that � apq� = �1.Theorem 42 (Ankeny) The ERH implies that N(pq) = O(log2 pq):(Remark: by index arguments mod p and q it may be seen that N(p; q)and N(pq) are both ne
essarily prime.)Theorem 43 The ERH implies that there exists a 
onstant K su
h thatMiller's pro
edure 
orre
tly re
ognizes the prime numbers.Proof: We 
onsider the two 
ases: n is prime, and n is 
omposite.Suppose n is prime. Then n is not a perfe
t power and for ea
h prime a <f(n), a6 jn. Also an�1 � 1 (mod n) by Fermat's Theorem, and sin
e 1 
anonly have the square roots 1 and �1 modulo a prime, we must have a2JQ 6� 1(mod n) and a2J+1Q � 1 (mod n) implies that a2JQ � �1 (mod n). Hen
efor ea
h a tested, none of steps (2a), (2b), or (2
) 
an output \
omposite".Thus the pro
edure 
orre
tly outputs \prime", independent of K.Suppose that n is 
omposite. If n is a power of a single prime, thenn is a perfe
t power, so step (1) will output \
omposite". Thus, we mayassume that n is not a prime power. Let n = p�11 p�22 � � � p�kk be the primefa
torization of n. Re
all the de�nitions of Carmi
hael's and Miller's lambdafun
tions: � (n) = l
m f� (p�11 ) ; : : : ; � �p�kk �g;32



�0 (n) = l
m fp1 � 1; : : : ; pk � 1g:Note that �0 (n) j � (n). We 
onsider two 
ases based on whether �0 (n)divides n� 1 or not.Suppose �0 (n) 6 jn � 1. Then 
learly � (n) 6 jn � 1, so by Carmi
hael'sTheorem, there exists a 2 Z�n su
h that an�1 6� 1 (mod n). Furthermore,we have:Proposition 44 There exist primes p and q and an integer m su
h that1. pjn, (p� 1) 6 j(n� 1), and qmj(p� 1), qm6 j (n� 1).2. If a is any q � th nonresidue modulo p then an�1 6� 1 (mod n).Thus, if a = N(p; q) then a = O((log p)2) = O((log n)2) by Ankeny'sTheorem, and a would lead to an output of \
omposite" in step (2b).For the other 
ase, assume that �0 (n) j(n� 1). We distinguish two sub-
ases within this one. Let �0 (n) = 2lQ1, where Q1 is odd. (Note that Q1jQbe
ause �0 (n) j(n � 1) and (n � 1) = 2sQ. ) There must be some primedivisor of n, say p, su
h that 2lj(p� 1). Clearly, (p� 1) = 2lQ2 where Q2 isodd. The two 
ases we 
onsider are based on whether there exists a primeq dividing n su
h that 2l does not divide (q � 1).Suppose there exists a prime q su
h that 2l 6 j (q�1). In this 
ase we writeq � 1 = 2mQ3, where Q3 is odd and m < l. Choose a = N(p; 2). We nowshow that a would lead to an output of \
omposite" in step (2). Supposea6 jn and an�1 � 1 (mod n). Then sin
e a is a quadrati
 nonresidue mod p(this is how it was 
hosen),a(p�1)=2 � �ap� � �1 (mod p):Sin
e Q is odd, (aQ)(p�1)=2 � (�1)Q � �1 (mod p):Thus, aQ 6� 1 (mod n) and the body of step (2
) must be exe
uted.Let r = l� 1. Note that 2rQ is a multiple of q� 1 be
ause m � r. Also,2rQ is an odd multiple of (p� 1)=2. Thusa2rQ � (aq�1)u � 1 (mod q);a2rQ � (a(p�1)=2)2t+1 � (�1)2t+1 � �1 (mod p):33



Suppose a2JQ � �1 (mod n). Then a2JQ � �1 (mod q), so J < r. But alsoa2JQ � �1 (mod p), so J = r, a 
ontradi
tion. Thus a2JQ 6� �1 (mod n),and a leads to an output of \
omposite" in step (2
).For the se
ond sub
ase, assume that for all primes q dividing n, 2l divides(q � 1). In this 
ase, let q be any prime distin
t from p whi
h divides n.Then q� 1 = 2lQ3, where Q3 is odd. Choose a = N(pq). We show that thisa would lead to an output of \
omposite" in step (2).Suppose that a6 jn and an�1 � 1 (mod n). Sin
e�1 = � apq� = �ap��aq� ;we may assume without loss of generality that �ap� = �1 and �aq� = 1.Then (aQ)(p�1)=2 � (�1)Q � �1(modp)so aQ 6� 1 (mod n), and the body of step (2
) must be exe
uted if this a istested in step (2). Let r = l � 1. Then 2rQ is an odd multiple of (p� 1)=2and of (q � 1)=2. Thusa2rQ � (a(p�1)=2)2u+1 � (�1)2u+1 � �1 (mod p);a2rQ � (a(q�1)=2)2t+1 � (1)2t+1 � 1 (mod q):Let us assume that a2JQ � �1 (mod n). Then a2JQ � �1 (mod p), soJ = r, and a2JQ � �1 (mod q), so J < r, whi
h is a 
ontradi
tion. Thus,a2JQ 6� �1 (mod n), and a leads to an output of \
omposite" in step (2
)if a is tested in step (2).Thus in either of these two sub
ases, there exists an element a = O(log2 n)whi
h must lead to an output of \
omposite" if it is tested.Thus if K is 
hosen to ex
eed the 
onstants implied in the appli
ationsof Ankeny's Theorems, then the ERH implies that Miller's pro
edure willoutput \
omposite" for all 
omposite inputs n. 2To 
on
lude this se
tion, we give a proof of Proposition 44.Proof: If �0 (n) 6 j(n�1) then for some p su
h that pjn, (p�1) 6 j(n�1).If every prime power that divides a number a also divides the number b thenajb, so there exists a prime q su
h that qmj(p� 1) and qm6 j (n� 1) for somem � 1. 34



Let a be any qth nonresidue mod p. Let g be a primitive root modulo pand suppose a � gr (mod p). Assume an�1 � 1 (mod n). Then(gr)n�1 � 1 (mod p):Sin
e the order of g is p�1, this implies that (p�1)jr(n�1). Thus qmjr(n�1)while qm6 j (n� 1). Hen
e qjr, say r = t � q. Thena � gr � (gt)q (mod p);so a is a qth residue modulo p, 
ontradi
ting our 
hoi
e of a. Thus, an�1 6� 1(mod n). 2Restating the main result of this se
tion: if the Extended Riemann Hy-pothesis is true, then there is a deterministi
 polynomial time algorithm totest primality.
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18 Square roots of �1Let p be an odd prime number. Does �1 have a square root? Re
all that��1p � � (�1)(p�1)=2 (mod p);so ��1p � = � +1 if p � 1 (mod 4);�1 if p � 3 (mod 4):That is, �1 has a square root mod p if and only if p is 
ongruent to 1 modulo4. Thus:Theorem 45 If p is an odd prime and a 2 Z�p then1. If p � 3 (mod 4) then one of a and �a is a quadrati
 residue, theother is a quadrati
 nonresidue.2. If p � 1 (mod 4) then both a and �a are quadrati
 residues or quadrati
nonresidues.Proof: ��ap � = ��1p ��ap� : 2Thus, in the 
ase p � 3 (mod 4) we 
an easily lay hands on a quadrati
nonresidue; for p � 1 (mod 4) it appears to be not so easy.In the 
ase p � 1 (mod 4), we may ask whether the square roots of �1themselves have square roots. If a2 � �1 (mod p) then we have�ap� � a(p�1)=2 (mod p) � � +1 if p � 1 (mod 8);�1 if p � 5 (mod 8):Continuing in this way, if p � 1 = 2sQ, where Q is odd, we 
an build abinary tree of height s � 1 whose root is �1 and su
h that the two sonsof ea
h node are its square roots modulo p, and the leaves are quadrati
nonresidues. Two examples are shown in the following.
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Example 46 Tree of square roots of -1 for p = 4140/ \9 32/ \ / \3 38 14 27Tree of square roots of -1 for p = 1716/ \4 13/ \ / \2 15 8 9/ \ / \ / \ / \6 11 7 10 5 12 3 14The trees illustrated in above have the interesting property that multi-plying a leaf by some an
estor of the leaf produ
es another leaf in the treewhose lo
ation is predi
table from the level of the an
estor, namely:leaf� immediate an
estor ) some leaf in other half of treeleaf� grandfather ) some leaf in other half of this half of tree...leaf� root ) leaf in other half of this pairFor example, in the se
ond tree, 6 is in the �rst eighth of the tree and itsan
estors are 2, 4, 16. Mod 17, multiplying 6 by 2 gives 12, in the se
ondhalf of the tree, by 4 gives 7, in the se
ond quarter of the tree, by 16 gives 11,in the se
ond eighth of the tree. This property is exploited in the pro
edureof Adleman, Manders, and Miller [3℄ to �nd square roots modulo p.
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19 Finding square roots modulo n, overviewIn the next few se
tions, the problem 
onsidered is that of solving the equa-tion x2 � a (mod n) given a and n. We �rst summarize the results to bedes
ribed.1. Determining whether x2 � a (mod n) is solvable.(a) If n is prime and n 6 ja, then 
al
ulating � an� may be done inpolynomial time and tells us whether the equation is solvable.(b) If n is 
omposite and we know the prime fa
torization of n, thenVinogradov gives easily 
omputed ne
essary and suÆ
ient 
ondi-tions for the solvability of x2 � a (mod n) when g
d (a; n) = 1.(See [15℄, Chapter V, Se
tion 4.)2. Finding solutions of x2 � a (mod n).(a) If n is prime then there are randomized polynomial time (LasVegas) pro
edures to �nd solutions of x2 � a (mod n). Pro
e-dures of Berlekamp, and of Adleman, Manders, and Miller aredes
ribed. The latter pro
edure 
an be modi�ed to be a deter-ministi
 polynomial time pro
edure if the ERH is true.(b) If n is 
omposite and we have the prime fa
torization of n, then:i. The algorithm of Adleman, Manders, and Miller 
an be usedto �nd some solution of x2 � a (mod n).ii. Finding the least solution of x2 � a (mod n) in positive in-tegers is an NP-hard problem.
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20 Finding square roots: Berlekamp's pro
edureSolve: x2 � a (mod p), where p is an odd prime and g
d (a; p) = 1.Berlekamp's pro
edure for �nding square roots1. Che
k that �ap� = 1, i.e., that the equation is solvable.2. Find a number 
 su
h that (
2 � a) is a quadrati
 nonresidue, i.e.,�
2�ap � = �1.3. Compute (x(p�1)=2� 1) mod ((x� 
)2� a). The result will be a linearpolynomial Æ(x � �). Output (�� 
) as a square root of a.Theorem 47 If a is a quadrati
 residue mod p and Berlekamp's pro
edureterminates, then its output is a square root of a.Proof: Suppose a is a quadrati
 residue and the pro
edure su

eeds in�nding a suitable 
 . Sin
e x2� a � 0 (mod p) is solvable, (x� 
)2 � a � 0(mod p) is also solvable. Suppose � and � are the solutions of the latterequation. Then �� � (
2 � a) (mod p);so, sin
e ���p � = ��p���p� and �
2�ap � = �1, we must have��p� = ���p� :Without loss of generality, assume that � �p� = 1. Then (x��) is a fa
tor ofx(p�1)=2�1 modulo p, but (x��) is not. Thus the greatest 
ommon divisorof (x� 
)2 � a and x(p�1)=2 � 1 is (x� �). Hen
e 
omputing(x(p�1)=2 � 1) (mod (x� 
)2 � a)will produ
e Æ(x � �) and the value (�� 
) is a square root of a. 2For the question of \�nding" 
 , note that if p � 3 (mod 4), then ��ap � =��ap� = �1, so the 
hoi
e 
 = 0 suÆ
es in this 
ase. In the 
ase p � 1(mod 4), 
hoose 
 's at random from Z�p until one is found that has the39



desired property. For this 
ase, we show that at least half the possible
hoi
es of 
 have the desired property. Thus, this is an algorithm whoseoutput is 
orre
t, but whose running time depends on random 
hoi
es { weshow that the expe
ted value of the running time is polynomial in the lengthof the input.Simpli�ed Cy
lotomy TheoryLemma 48 Let p be a prime su
h that p � 1 (mod 4) and let g be anyprimitive root of p. De�ne for ea
h i and j 2 f0; 1g:Sij = f(x; y) 2 Zp�1�Zp�1 : x � i (mod 2); y � j (mod 2); andgx + 1 � gy (mod p)g:Then jS00j = �1 + (p� 1)=4.Proof: Note that the sets S00; S01; S10; S11 are pairwise disjoint. Forea
h x ex
ept x = (p�1)=2, we have gx+1 6� 0 (mod p) so there is a uniquey 2 Zp�1 su
h that gx + 1 � gy (mod p). Thus:1. jS00j+ jS01j+ jS10j+ jS11j = p� 2.2. jS11j = jS10j. This is true be
auseg2m+1 + 1 � g2n+1 (mod p)implies g�(2m+1) + 1 � g2(n�m) (mod p):Thus, (x; y) 7! (�x; y�x) is a one to one 
orresponden
e between S11and S10.3. jS10j = jS01j. This is true be
auseg2m+1 + 1 � g2n (mod p)implies �g2n + 1 � �g2m+1 (mod p);whi
h in turn impliesg2n+(p�1)=2 + 1 � g2m+1+(p�1)=2 (mod p);and (p� 1)=2 is even. Thus, (x; y) 7! (y + (p� 1)=2; x + (p� 1)=2) isa one to one 
orresponden
e between S10 and S01.40



4. jS11j+ jS10j = (p� 1)=2. This is true be
auseS11 [ S10 = f(x; y) : x � 1 (mod 2)andgx + 1 � gy (mod p)g:Thus, jS11j+ jS10j = jS11 [ S10j = (p� 1)=2:So, 
ombining (2), (3), and (4), we havejS11j = jS10j = jS01j = (p� 1)=4;and substituting this into (1), we obtainjS00j = �1 + (p� 1)=4: 2Lemma 49 Let p be prime. Suppose p � 1 (mod 4). Let a 2 Z�p be anyelement su
h that �ap� = 1. Then at most half of the elements 
 of Z�p have� 
2�ap � = 1.Proof: Let g be any primitive root modulo p. Let S00 be de�ned withrespe
t to g as in the pre
eding lemma. De�neR = �
 2 Z�p : �
2 � ap � = 1� ;S = �b 2 Z�p : �b� ap � = 1 and � bp� = 1� :Then ea
h element of S gives rise to two elements of R, so jRj = 2jSj.Sin
e �ap� = 1 and p � 1 (mod 4), ��ap � = 1, so indg(�a) is some eveninteger, say 2m, so �a � g2m (mod p). Let b 2 S. Then indg(b) is even,say 2n, and indg(b� a) is even, say 2r. So we haveg2n + g2m � g2r (mod p);so g2(n�m) + 1 � g2(r�m) (mod p):41



Thus, if v is 2(n � m) redu
ed modulo p � 1 and w is 2(r � m) redu
edmodulo p� 1, then (v; w) 2 S00.Clearly, b 7! (v; w) is a one to one map of S into S00, sojSj � jS00j = �1 + (p� 1)=4;(by the pre
eding lemma), andjRj = 2jSj � �2 + (p� 1)=2: 2(Remark: the interested reader may �nd this treated more generallyunder \
y
lotomy" in Hall's Combinatorial Theory, p. 147.)Theorem 50 With random sele
tion of 
 from Z�p until a 
 is found su
hthat �
2�ap � = �1, the expe
ted running time of Berlekamp's pro
edure ispolynomial in the lengths of a and p.Proof: Step (1) is the 
omputation of the Legendre symbol, whi
h 
anbe done in time polynomial in the lengths of a and p. As ea
h random 
hoi
ein step (2) has a probability of at least 1=2 of su

eeding, the expe
ted num-ber of 
hoi
es required is bounded by 2. For ea
h 
hoi
e, we may 
ompute� 
2�ap � in polynomial time. In step (3) the 
omputation of(x(p�1)=2 � 1) mod ((x� 
)2 � a)
an be done by su

essively squaring x and redu
ing it modulo ((x�
)2�a),as in the 
omputation of am (mod n). 2(Remark: The pro
edure des
ribed above is a spe
ial 
ase of a part of thegeneral pro
edure in Berlekamp's paper [5℄, to whi
h the reader is referredfor more details.)
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21 Finding square roots:the pro
edure of Adleman, Manders, andMillerSolve: x2 � a (mod p), where p is an odd prime and g
d (a; p) = 1.AMM's pro
edure for �nding square roots1. Che
k that x2 � a (mod p) is solvable, i.e., that �ap� = 1.2. Find the largest positive integer k su
h that 2kj(p � 1) and let Q =(p� 1)=2k.3. If aQ � 1 (mod p) then output a(Q+1)=2 redu
ed modulo p and halt.4. Find integers s and t su
h that s � 2k + t �Q = 1.5. Choose at random 
 2 Z�p until �
p� = �1.6. Set l to 
Q(modp).7. Find the least integer J su
h that a2JQ � l2r (mod p) for some integerr 2 [J + 1; k � 1℄, and let m be the least su
h r for this J .(a) If J = 0, then output a2k�1s � l2m�1t (mod p) and halt.(b) If J > 0, then set l to l1+2k�m (mod p) and go ba
k to the be-ginning of step (7).Theorem 51 If a is a quadrati
 residue mod p and the pro
edure of Adle-man, Manders, and Miller terminates, then its output is a square root of amod p.Proof: If the output is b � a(Q+1)=2from step (3) then aQ � 1 (mod p), sob2 � aQ+1 � a (mod p):If the output is b � a2k�1s � l2m�1t (mod p)43



from step (7a), thenb2 � a2ks(l2m)t � a2ks � aQt � a (mod p)be
ause l2m � aQ (mod p) and s � 2k + t �Q = 1. 2Theorem 52 The running time of the pro
edure of Adleman, Manders, andMiller is bounded by a polynomial in the lengths of p and a, plus the timerequired to �nd 
 in step (5).Proof: Sin
e g
d �Q; 2k� = 1, s and t in step (4) 
an be 
omputedusing the g
d algorithm. By previous results, the 
omputations in steps (1),(2), (3), (4), and (6) 
an be done in polynomial time. Now assume that thepro
edure rea
hes step (7), so that aQ 6� 1 (mod p), and a 
 has been foundsu
h that � 
p� = �1.Indu
tively assume that the value of l is su
h that l2k�1 � �1 (mod p).This is 
ertainly true the �rst time step (7) is exe
uted, sin
e l � 
Q(mod p), so thatl2k�1 � 
2k�1Q � 
(p�1)=2 � �
p� � �1 (mod p):The �rst time step (7) is exe
uted, sin
e aQ 6� 1 (mod p) anda2k�1Q � a(p�1)=2 � �ap� � 1 (mod p);we must have k > 1, and there exists a j, 0 � j < k � 1 su
h thata2jQ � �1 � l2k�1 (mod p):Hen
e some j with the required property exists and we may take J to bethe least one. (J 
an be found in polynomial time.) Then J < k � 1. Nowsuppose that J > 0 and m is the asso
iated value in the range [J +1; k� 1℄.The new value of l will be l0 = l1+2k�m .For this value of l0 we have(l0)2k�1 � l2k�1 l22k�m�1 ;so (l0)2k�1 � �1 (mod p);44



be
ause m � k � 1. Also, (l0)2m�1 � l2m�1 l2k�1 ;so (l0)2m�1 � �l2m�1 ;and �nally (l0)2m�1 � a2J�1Q;be
ause a2JQ � l2m but a2J�1Q 6� l2m�1 ,so we must have a2J�1Q � �l2m�1 .Hen
e the indu
tive hypothesis is veri�ed regarding l, and the new value of j
annot ex
eed J � 1. Hen
e, step (7) is repeated at most k� 1 times beforeJ is redu
ed to 0 and the pro
edure terminates. Sin
e k = O(log p), we
on
lude that step (7) 
ontributes only a polynomial amount of 
omputationto the running time of this pro
edure. 2Theorem 53 If 
 is sele
ted at random in step (5) of the pro
edure of Adle-man, Manders, and Miller, then the pro
edure runs in expe
ted polynomialtime in the lengths of p and a.Proof: Above we saw that exa
tly half the elements of Z�p are quadrati
nonresidues. Thus the 
han
e of su

ess at ea
h 
hoi
e of 
 is 1=2, and theexpe
ted number of 
hoi
es required is 2. The 
omputation for ea
h 
hoi
eis done in polynomial time. 2We may repla
e the random 
hoi
e of 
 in step (5) by a deterministi
sear
h for the least element 
 su
h that � 
p� = �1. This does not a�e
t the
orre
tness of the pro
edure, and we obtain the following theorem.Theorem 54 If the ERH is true, then the version of the pro
edure of Adle-man, Manders, and Miller that sear
hes in order 
 = 2; 3; 4; : : : , runs indeterministi
 polynomial time.Proof: By Theorem 40, the ERH implies that the least quadrati
nonresidue of p is of magnitude O(log2 p). 2Remarks: 45



1. If p � 3 (mod 4), step 3 applies.2. With respe
t to the tree of square roots of �1, aQ is some element inthe tree if aQ 6� 1 (mod p), ea
h value of l is a leaf of the tree, andrepla
ing l by l � l2k�m 
orresponds to multiplying l by the appropriatean
estor to obtain a leaf in the \other" subtree of the 
ommon an
estorof aQ and l in the tree. We thus narrow down to a leaf des
ended fromaQ.3. For generalizations to roots other than the square root, see the paperof Adleman, Manders, and Miller [3℄.Example 55 Solve x2 � 21 (mod 41).The tree of square roots of �1 for p = 41:40/ \9 32/ \ / \3 38 14 27Then we write p� 1 = 40 = 22 � 5, so k = 2 and Q = 5.Compute 215 � 92110 � 402120 � 1;so 21 has a square root mod 41.Suppose we guess the quadrati
 nonresidue 6:65 � 27610 � 32620 � 40Hen
e we have 272 6� 215 and 274 � 2110.Compute 271+2 � 3, giving a leaf in the other half of the tree from 27.We �nd 32 � 215.Taking 1 = 2 � 23 � 3 � 5, we have21 � 2116(215)�3� 2116(32)�3� (2183�3)2� (12)2 (mod 41)46



22 Finding SOME square root,
omposite modulusSolve: x2 � a (mod m) given the prime fa
torization m = p�11 p�22 � � � p�kk ,and a su
h that g
d (a;m) = 1.It suÆ
es to �nd x1; x2; : : : ; xk su
h thatx2i � a (mod p�ii ) for i = 1; 2; : : : ; k;sin
e by the Chinese Remainder Theorem, we may �nd y 2 Zm su
h thaty � xi (mod p�ii ) for i = 1; 2; : : : ; k:Then y2 � x2i � a (mod p�ii )fori = 1; 2; : : : ; k;so by another appli
ation of the Chinese Remainder Theorem,y2 � a (mod m):If p is an odd prime, it suÆ
es to �nd x0 su
h that x20 � a (mod p); weshow how this 
an be built up to a solution of x2 � a (mod p�) for � > 1.If x0 is a solution of x2 � a (mod p), then p divides (a � x20), so let qbe the quotient of (a� x20) and p. 2x0 is relatively prime to p2, so 
hoose rsu
h that 2x0r � 1 (mod p2). Then2x0pqr = 2x0r(a� x20) � (a� x20) (mod p2):Thus (x0 + pqr)2 � x20 + (a� x20) + p2q2r2 (mod p2);and so (x0 + pqr)2 � a (mod p2):Hen
e x1 � (x0 + pqr) (mod p2) is a solution of the equation x2 � a(mod p2). This step may be repeated with p2 for p; p3 for p2, x1 for x0,and x2 for x1 to obtain a solution to x2 � a (mod p3), and so on, until asolution is obtained to x2 � a (mod p�).This pro
edure 
an be 
arried out in polynomial time, so the problem isredu
ed to one of �nding square roots modulo p, for whi
h the pro
edures ofBerlekamp or Adleman, Manders, and Miller 
an be used. (For the solutionof x2 � a (mod 2m) see Vinogradov[15℄.)47



Example 56 Solve x2 � 7 (mod 27).1. x2 � 7 � 1 (mod 3) has solution x0 = 1q = (7� 1)=3 = 22x0 = 2, so r = 5 sin
e 2 � 5 � 1 (mod 9)2. Thus x1 = 4 � 1 + 3 � 2 � 5 (mod 9) is a solution of x2 � 7 (mod 9).q = (7� 16)=9 = �1 2x1 = 8, so r = 17 sin
e 8 � 17 � 1 (mod 27)3. Thus x2 = 13 � 4 + 9 � (�1) � 17 (mod 27) is a solution of x2 � 7(mod 27).And, indeed, 132 = 169 � 7 (mod 27).
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23 Finding the LEAST square root,
omposite modulusThis se
tion des
ribes a result of Manders and Adleman[10℄ showing thefollowing de
ision problem is NP-
omplete.Given integers a;H;M , to determine whether there is an integerx satisfying:Conditions I1. 0 � x � H, and2. x2 � a (mod M).Theorem 57 This problem is NP-
omplete, even if the prime fa
torizationof M is given.Proof: The problem is 
learly in NP: we may guess a nonegative integerx � H and 
he
k that the se
ond 
ondition of (I) is satis�ed.To see that it is 
omplete in NP, we redu
e to it the problem of de-
iding whether a propositional formula in 
onjun
tive normal form withthree literals per 
lause is satis�able. (The latter problem is 
alled 3SAT.)Let � be a propositional formula of the appropriate form with variablesX0;X1; : : : ;Xl�1 and 
lauses C0; C1; : : : ; Cm�1. De�ne for all i and j su
hthat i 2 [0,l � 1℄ and j 2 [0,m� 1℄:�ij = 8<: +1 if Xi o

urs in Cj�1 if :Xi o

urs in Cj0 if neither o

urs in Cj :(We assume that any 
lauses 
ontaining both Xi and :Xi have been elim-inated.) Let n = l + 2m and let p0; p1; : : : ; pn�1 be the �rst n \suÆ
ientlylarge" primes (that is, greater than th nth root of 4n16m). De�ne for ea
hi = 0; 1; : : : ; n� 1: mi = pni :Let Q = m0 �m1 � � �mn�1, and de�ne for ea
h i = 0; 1; : : : ; n� 1:ni = Q=mi:49



For i = 0; 1; : : : ; l � 1 let �i be the least positive integer su
h that�ini � m�1Xj=0 �ij16j (mod 16m)and �ini 6� 0 (mod pi):For i = l; l+1; : : : ; l+2m� 1 
hoose �i to be the least positive integer su
hthat �ini � 16b(i�l)=2
 (mod 16m);and �ini 6� 0 (mod pi):Finally, let � � m�1Xj=0 16jH = n�1Xi=0 �iniM = 2 � 16m �Qa = (2 � 16m +Q)�1(Q � �2 + 2 � 16m �H2) (mod M):(The inverse in the last expression is modulo M . Note that � is odd.)Lemma 58 The 
onditions (I) are equivalent toConditions II1. 0 � x � H,2. x2 � �2 (mod 2 � 16m);3. x2 � H2 (mod Q):Proof: By the Chinese Remainder Theorem. 2Lemma 59 The 
onditions (II) are equivalent to50



Conditions III1. 0 � jxj � H,2. x � � (mod 16m),3. x2 � H2 (mod Q).Proof: Verify that for � odd we have(x� �)(x+ �) � 0 (mod 2k+1)if and only if(x� �) � 0 (mod 2k) or (x+ �) � 0 (mod 2k): 2Lemma 60 The solutions ofConditions IV1. 0 � jxj � H,2. x2 � H2 (mod Q).are pre
isely x =Pn�1i=0 �i�ini, where ea
h �i 2 f1;�1g.Proof: Be
ause ninj � 0 (mod Q) if i 6= j we haveH2 � n�1Xi=0 �2in2i (mod Q);and x2 � n�1Xi=0 �2i �2in2i (mod Q):Sin
e ea
h �i 2 f1;�1g, ea
h �2i = 1, sox2 �H2 � 0 (mod Q):Also, jxj � H, and so all the x's of the indi
ated form are solutions of (IV).51



Conversely, if y is any solution of (IV) then Qj(y�H)(y+H). For ea
hprime pi it 
annot be the 
ase that pi divides both (y�H) and (y+H), forthen pij2H, so pijH. Sin
e pijnj for i 6= j, this implies that pij�ini, 
ontraryto our 
hoi
e of �i. We now de�ne�i = � +1 if mij(y �H)�1 if mij(y +H);and x = n�1Xi=0 �i�ini:If mij(y �H) theny � H � �ini � �i�ini � x (mod mi):If mij(y +H) theny � �H � ��ini � �i�ini � x (mod mi);by our 
hoi
e of �i. Hen
e for all i = 0; 1; : : : ; n� 1,x � y (mod mi);so by the Chinese Remainder Theorem,x � y (mod Q):We note that jxj � H by 
onstru
tion.By our 
hoi
e of the pi's and the fa
t that �i < 2 � 16m, ea
h term ofH is bounded by Q=2n, so2H < Q. But jyj � H and jxj � H implyjx � yj � 2H < Q and sin
e x � y (mod Q), we must have x = y. Thus yis of the indi
ated form. 2Thus 
onditions (1) and (3) of set (II) guarantee a 
olle
tion of inde-pendent binary 
hoi
es (whether �i = 1 or �1) in the solution spa
e. Wenow go on to show that 
ondition (2), x � � (mod 16m), 
onstrains thesebinary 
hoi
es to 
orrespond to a satisfying assignment of truth values for� a

ording to the following s
heme:V (Xi) = � T if �i = +1;F if �i = �1:52



The �rst l �i's 
orrespond to an assignment; the remaining 2m �i's areavailable as \padding" { two �i's for ea
h 
lause to bring its \value"up toa standard �gure if the 
hosen assignment satis�es it. The 
ondition on thej � th hexade
imal digit of x 
orresponds to the 
ondition on the j � th
lause of � .Lemma 61 � is satis�able if and only if there exists a solution of (III).Proof: Suppose there is a solution of (III). Then by the pre
edinglemma, it must be of the formx = n�1Xi=0 �i�ini;where ea
h �i 2 f1;�1g. De�ne a truth value assignment byV (Xi) = � T if �i = +1;F if �i = �1:We show now that V satis�es the formula �. From 
ondition (2) of (III),x � � (mod 16m), son�1Xi=0 �i�ini � m�1Xj=0 16j � 0 (mod 16m);thereforel�1Xi=0 �i0�m�1Xj=0 �ij16j1A+ m�1Xj=0 (�l+2j + �l+2j+1 � 1) 16j � 0 (mod 16);thus m�1Xj=0   l�1Xi=0 �i�ij!+ �l+2j + �l+2j+1 � 1! 16j � 0 (mod 16m):Letting Rj =  l�1Xi=0 �i�ij!+ �l+2j + �l+2j+1 � 1;53



we note that j�ij j = 1 for exa
tly three values of i for ea
h j (be
ause ea
h
lause 
ontains exa
tly three literals), and ea
h �i is either 1 or �1, so forea
h j, Rj 2 [�6; 4℄. Hen
em�1Xj=0 Rj16j � 0 (mod 16m)if and only if Rj = 0 for j = 0; 1; : : : ;m� 1:The possible values of l�1Xi=0 �i�iare 3; 1;�1;�3 
orresponding respe
tively to 3, 2, 1, or no literals of Cjsatis�ed by the assignment V . The only possible values of�l+2j + �l+2j+1 � 1are 1;�1;�3, so in order that Rj = 0, the assignment must satisfy someliteral in Cj , so V satis�es Cj . Sin
e Cj was an arbitrarily 
hosen 
lause, Vsatis�es the formula � .Conversely, suppose that � is satis�able, and let V be any satisfyingassignment. For i = 0; 1; : : : ; l � 1 de�ne�i = � +1 if V (Xi) = T�1 if V (Xi) = F:Then for ea
h j = 0; 1; : : : ;m� 1 we evaluatel�1Xi=0 �i�ij:This must be 3; 1; or�1 be
ause V satis�es some literal in Cj , so �i�ij = 1 forsome i. Then respe
tively 
hoose (�l+2j ; �l+2j+1) to be (�1;�1), (1;�1),or (1; 1) in order thatRj =  l�1Xi=0 �i�i!+ �l+2j + �l+2j+1 � 1 = 0:54



Then we have x = n�1Xi=0 �i�inisatis�es 
onditions (1) and (3) of (III) by the pre
eding lemma, andx� � � m�1Xj=0 Rj16j (mod 16m);from above, x� � � 0 (mod 16m):Thus x satis�es 
ondition (2) and therefore is a solution of (III). 2To 
on
lude the proof of the theorem, it is not diÆ
ult to verify thata;H;M may be 
onstru
ted in polynomial time from the formula � { theprimes are small (they may be taken to be the �rst n primes ex
eeding 16),and the rest depends on 
omputing g
d, inverses, and the Chinese RemainderTheorem. It is also 
lear that M is su
h that its fa
torization may be given(or found in polynomial time) without a�e
ting the result. 2
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24 A
knowledgement and WarningI am happy to a
knowledge my indebtedness to Gary Miller for many hoursof enlightening 
onversation on these topi
s when we both were graduatestudents at Berkeley, and after. Manuel Blum's enthusiasti
 and repeatedinsisten
e is the reason I have undertaken to make these notes a more a

es-sible than they were previously. Responsibility for the (inevitable!) errorsis mine alone, however.These notes were originally prepared as part of the postgraduate 
oursein Arti�
ial Intelligen
e and Computer S
ien
e at Edinburgh University in1977-78, and are 
urrently rather out of date. They 
ontain no treatment offa
torization, and no a

ount of the work of Adleman, Rumely, and Pomer-an
e on testing primality, nor of Adleman's work on the dis
rete logarithmproblem. There are doubtless many other topi
s that should be in
ludedfor a 
omplete treatment, and many pla
es where the 
urrent treatment isinadequate. I would be happy to re
eive any suggestions or 
omments onthe notes.
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25 Appendix: three tables of powersMOD 11 1 2 3 4 5 6 7 8 9 101 1 1 1 1 1 1 1 1 1 12 2 4 8 5 10 9 7 3 6 13 3 9 5 4 1 3 9 5 4 14 4 5 9 3 1 4 5 9 3 15 5 3 4 9 1 5 3 4 9 16 6 3 7 9 10 5 8 4 2 17 7 5 2 3 10 4 6 9 8 18 8 9 6 4 10 3 2 5 7 19 9 4 3 5 1 9 4 3 5 110 10 1 10 1 10 1 10 1 10 1MOD 15 1 2 3 4 5 6 7 8 9 10 11 12 13 141 1 1 1 1 1 1 1 1 1 1 1 1 1 12 2 4 8 1 2 4 8 1 2 4 8 1 2 44 4 1 4 1 4 1 4 1 4 1 4 1 4 17 7 4 13 1 7 4 13 1 7 4 13 1 7 48 8 4 2 1 8 4 2 1 8 4 2 1 8 411 11 1 11 1 11 1 11 1 11 1 11 1 11 113 13 4 7 1 13 4 7 1 13 4 7 1 13 414 14 1 14 1 14 1 14 1 14 1 14 1 14 1MOD 9 1 2 3 4 5 6 7 81 1 1 1 1 1 1 1 12 2 4 8 7 5 1 2 44 4 7 1 4 7 1 4 75 5 7 8 4 2 1 5 77 7 4 1 7 4 1 7 48 8 1 8 1 8 1 8 157
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